ESAF Multi-Factor Authentication instructions

In accordance with security requirements mandating multifactor authentications for all external
applications utilizing password login, the SSO team intends to introduce Multi-Factor Authentication
(MFA) for the eSAF application via Oracle Access Manager (OAM). Following the implementation of
MFA, eSAF users will undergo Second Factor Authentication through One Time Pins sent to their
registered emails. Please see steps below

Steps to follow:

1. eSAF user enters the correct username and password.
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Enter your Single Sign-On user name and password to sign in

Username [scmadapalab] |

Password ssssessssssssusanss
Login
FEWARNING**

This warning banner provides privacy and security notices consistent with applicable federal laws, directives, and other federal guidance for accessing this
Government system, which includes all devices/storage media attached to this system. This system is provided for Government-authorized use only.
Unauthorized or improper use of this system is prohibited and may result in disciplinary action and/or civil and criminal penalties. At any time, and for any
lawful Government purpose, the government may monitor, record, and audit your system usage and/or intercept, search and seize any communication or data
transiting or stored on this system. Therefore, you have no reasonable expectation of privacy. Any communication or data transiting or stored on this system
may be disclosed or used for any lawful Government purpose.

2. An email with the One Time Pin will be sent to the user’s registered email. This pin will be valid
for 15mins. This is the sample email that will be sent to the user.

idm.dev.fda.gov - One-Time PIN
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To Adapala, Bharath Kumar * 3/8/2024 10:59 AM

Your one-time PIN is 806733. It will expire in 15 mintues. If you have problems accessing the system or did not request this action, contact ORA Applications
Help Desk at 240-247-8803 or email mailto:AppsDesk@fda.hhs.gov.

3. The system will direct the user to the Second Factor Authentication screen where the user can
enter the received PIN and click on ‘Login’ button.
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Second Factor Authentication

Enter your Single Sign-On credentials below

Enter One Time Pin: (80673
Retum to options | Login

4. Then the user will be authenticated and the eSAF home page will be displayed.

€ 2 C 5 eafdevidagoviesafs

&+ o L 0O &
I‘- Required Doz [ RE [ rES [ Benefits [ RESDocs 09 RES-FY230IRA [ RESWeb [3 eSAFWeb [ eSAF Priceity 2023 [ Reports [ imp Reports [ Fy 2024 Jira

[ AN Beokmarks
£ Y

Search and Sort Crteels

e e i
s s

S s o e

ot e

1930053 - VOLUNTARY STATE PRODUCE SAFETY IESPECTIONS
(FIME00 - MFRPS RO0M CONTRACT STATE INSPECTIONS
RS - P CCNTRACT Bieee i A
n

Bt e b
=




ESAF Multi-Factor Authentication instructions

5. In case the user does not receive the PIN or has issues, they can request another PIN again by
selecting the "Return to options" button and selecting the radio buttons as in below snapshot.
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Second Factor Authentication

Enter your Single Sign-On credentials below
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