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Re:  Docket Number 00D-1542

To Whom It May Concern:

Triangle PEERS is pleased to submit comments in response to the FDA's Draft Guidance for Industry 21 CFR Part 11: Electronic Records; Electronic Signatures – Time Stamps.  Triangle PEERS is an informal association comprised of entities and individuals in North Carolina with an interest in the implementation of 21 CFR Part 11.

Triangle PEERS commends FDA for issuing the draft Guidance and for recognizing that certain areas of Part 11 implementation involve procedural and training measures rather than solely technical solutions.  In particular, we found Section 5.3 Time Zones to be helpful.  With respect to Section 5.2 Systems Clock Security, we recommend changing the first paragraph as follows to clarify that there may be situations when changes can legitimately be made to computer clocks.

Original Language:

You should be able to detect inappropriate changes to computer clocks.  You should establish and follow procedures to detect and deter inappropriate changes to computer clocks.  For example, employees should be made aware that unauthorized changes to clock settings are serious and unacceptable actions.  We believe employee training and awareness programs are especially important where computer systems lack a technical means of preventing people from changing clock settings.  For example, in general, laptop computers lack a means of preventing clock changes.

Suggested Clarification
We understand that there are situations where authorized persons should be allowed to change clock settings.  For example, there may be an administrative need to change the clock settings for maintenance or travel between time zones.  Nevertheless, you should establish and follow procedures to detect and deter inappropriate changes to computer clocks.  For example, employees should be made aware that unauthorized changes to clock settings are serious and unacceptable actions.  We believe employee training and awareness programs are especially important where computer systems lack a technical means of preventing people from making unauthorized changes to clock settings.  For example, in general, laptop computers lack a means of preventing clock changes.  

Triangle PEERS appreciates the opportunity to submit comments regarding the FDA's Guidance on 21 CFR Part 11.  

Sincerely,

Dr. Lowrie Beacham

Co-Chair

Triangle PEERS 

Research Triangle Park 

North Carolina
May 17, 2002
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