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The comments we are submitting relate to clarifying 21 CFR Part 11 requirements for: 

1). Audit trail functionality and behavior in electronic data collection systems used in clinical trials.

2). Edit check functionality and behavior in electronic data collection systems used in clinical trials.

Audit Trail Functionality

We understand that an audit record (or “audit trail”) is required for each committed data item in an electronic clinical database. This is specified in 21 CFR Part 11, Subpart B, 11.10 Controls for closed systems, (e) “Use of secure, computer-generated, time-stamped audit trails to independently record the date and time of operator entries and actions that create, modify, or delete electronic records…” 

We further understand from the preamble that “The audit trail need not capture every keystroke and mistake that is held in a temporary buffer before those commitments. For example, where an operator records the lot number of an ingredient by typing the lot number, followed by the ``return key'' (where pressing the return key would cause the information to be saved to a disk file), the audit trail need not record every ``backspace delete'' key the operator may have previously pressed to correct a typing error.”

For clarification purposes, we suggest that future Guidance specify:

1. Every data item within a clinical trial data system requires a full audit trail.

2. An audit trail needs to be initiated upon database commit.
3. No audit trail is required for editing changes within a field prior to database commit.

4. Data items can be committed to the database one at a time, with an individual audit trail initialized upon database commit or they can be committed to the database on a group (or page) basis, with an individual audit trail initialized for each item upon commit.

5. Subsequent changes to a data item require an entry into the audit trail; however any text editing of the change prior to commit need not be recorded. This would be consistent with the preamble’s comment of not requiring the audit trail to “record every ‘backspace delete’ key…”

Automated Edit Check Functionality

We understand that prompts, flags and alerts should be used to encourage consistency in clinical terminology and alert the user when data entries are out of acceptable range. 

This is outlined in the Guidance on Computerized Systems Used in Clinical Trials, Section VI. System Features A. “Systems used for direct entry of data should include features that will facilitate the collection of quality data. Prompts, flags, or other help features within the computerized system should be used to encourage consistent use of clinical terminology and to alert the user to data that are out of acceptable range.” 

In automated systems, these edit checks can be performed through automated rules that check the validity of data.  Software systems can be developed that can perform these edit checks prior to database commit or after database commit.

For clarification purposes, we suggest that future Guidance specifically address the following:

1. Certain edit checks can execute at the point of data entry prior to database commit (and without an audit trail), as long as the prompt to the user is consistent with the intent cited above in tracking data changes (e.g. no need to record the “backspace” activity).

2. For example, an edit check which alerts the user to enter a “numeric” value rather than allowing an “alpha” character can execute prior to database commit and does not require an audit trail.

3. For example, an edit check that alerts the user that a value is impossible (e.g. a WBC differential where %PMN is entered as a value greater than 100%) can execute prior to data commit and does not require an audit trail.

4. For example, an edit check which alerts the user that a decimal point must be included in a value can execute prior to database commit and does not require an audit trail.

5. All edit checks that run after a database commit should become part of the audit trail, along with the response and subsequent changes to the data.

