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TRACER TECHNICAL BRIEF

Electronic Pedigree for Track and Trace of Pharmaceuticals:

Tracer’s Product and System Technology Compared with RFID

Background and Purpose:

The “FDA Counterfeit Drug Task Force Interim Report,” and associated October 15 Public Meeting highlighted the shortcomings of current paper pedigrees for pharmaceuticals, and considered a variety of anti-counterfeit measures and technologies.  

Track and Trace enablement from manufacturer to consumer by creation of an Electronic Pedigree was cited as the most effective and recommended technologic contribution to security of the pharmaceuticals supply chain.  RFID technology was chiefly cited in this regard, although as requiring additional development prior to implementation.

The purpose of this Technical Brief is to examine the capabilities of Tracer’s patented anti-counterfeiting system for providing an Electronic Pedigree for Track and Trace applications, and to compare its benefits to those achievable with RFID.

Tracer’s Anti-Counterfeiting System Platform:
Both summary and detailed descriptions of Tracer’s technology and system have been separately submitted in documents, samples (upon an FDA request), as well as in slides presented to this docket and on the program of the October 15 FDA Public Meeting.

Functionality of Tracer’s Technology Platform:
Tracer’s system provides an Electronic Pedigree based upon a random pattern inherent to the article and/or packaging being protected.  It is not a deterministic system, which would assign and possibly encrypt a Pedigree based upon some underlying systematic formula.  This non-deterministic property contributes to Tracer’s reverse-engineering resistance, beyond that of any RFID-based system with which Tracer is familiar.

In addition to creating a unique Electronic Pedigree for every article, Tracer’s platform also renders each article or linked assembly (below) self-authenticating.  Therefore, Tracer’s Electronic Pedigree is operable to provide counterfeit detection even in situations where there is no database access.  Tracer is aware of no single RFID or other system that can completely accomplish this same dual functionality.

Tracer’s technology platform uniquely enables linkage of packaging component assemblies to one another.  For example, Tracer’s Electronic Pedigree can be used economically to ensure the integrity of an over-wrap for single or multiple containers, while also incorporating non-deterministic information from these containers.  

As another example, Tracer’s non-deterministic Electronic Pedigree, when based upon features of a container seal can be printed as symbology on the container’s label.  Both seal and label will be rescanned for authentication, and the resulting data are required to match.  (Other information can obviously be incorporated into the symbology, such as relating to the container’s specified legitimate contents.)  A distorted seal will become evident upon self-authentication scan.  There are many possible variations upon these themes.

Manufacturing Considerations:
For implementing Tracer’s technology platform, drug manufacturers require scan-ready packaging components or assistance in starting in-house creation and control of these. Scan-ready components may include seals, labels, caps, over-wrap, or other items containing Tracer’s fibers or other random elements.  

Conventional printing processes are employed, in many cases already in-place.  

Tracer scanners will be purchased.  However, system-wide costs of Tracer scanners, some printing equipment, and the symbology generating software--by contrast with RFID systems--can be significantly offset by implementation of FDA’s proposed rule titled “Bar Code Label Requirements for Human Drug Products and Blood.”

If desired, manufacturing implementation can be reduced simply to scanning and printing. 

Tracer’s FiberTag™ Technology Platform And RFID:

The foregoing systems comparison is summarized in Table 1, attached.

Recommendations:

Tracer’s technology platform offers an Electronic Pedigree for Track and Trace enablement, but with higher security and functionality relative to RFID systems.  In contrast with RFID systems, Tracer’s platform provides a simple and secure means of linking multiple packaging components, all by a single occurrence of Tracer’s security feature within a protected article.  Tracer’s cost profiles from monetary and effort viewpoints are highly competitive with RFID systems.  Therefore, it is recommended that the FDA Counterfeit Drug Task Force consider Tracer’s FiberTag™ technology platform as a valid alternative to RFID systems for achieving the security and Track and Trace objectives the Task Force has undertaken to support.

Respectfully Submitted by:

Lawrence Weber, Ph.D.

Vice President, Chief Technology Officer

Table 1

Summary Comparison of Tracer’s Technology Platform and RFID

	
	Electronic Pedigree
	Reverse Engineering Resistance
	Self-Authentication
	Enables

Track and Trace 
	Link Packaging Components by Single Occurrence*

	Tracer’s Platform
	YES
	HIGH
	YES
	YES
	YES

	RFID


	YES
	LOW
	NO
	YES
	NO


*Occurrence:  the number of times the feature is incorporated in an article or composite of articles.
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