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1. Purpose.

The purpose of this Staff Manual Guide (SMG) is to establish the FDA policy and
guidelines for the appropriate use of electronic messaging when conducting FDA
business and for managing electronic messages as official FDA records using
messaging services provided on mobile devices or third-party applications. The
overarching policy and requirements for managing FDA records are outlined in SMG
3291.1, FDA Records Management Policy.

2. Scope.

Electronic messaging includes carrier-based messaging (i.e., SMS/MMS ‘texts’),
Internet-based messaging (iMessage, WhatsApp, Signal, Google Messages, etc.),
Social Media Messaging (Instagram DMs, X/Twitter DMs, etc.), Microsoft (MS)
Teams Chats (see definition, Section 5.E), voice or video messages, or other means
of direct communication.

Excluded from this policy are messages affiliated with collaboration platforms
(SharePoint, MS Teams Channel messages, etc.), and messages affiliated with
messaging services provided on video conferencing applications and services (MS
Teams meetings, Zoom, etc.). See Section 6 for definitions of these terms. These
exclusions follow NARA's guidelines for electronic messages (see Frequently Asked
Questions about GRS 6.1, Email and Other Electronic Messages Managed Under a
Capstone Approach), because these messages are typically affiliated with other
records and rely on those records to understand context.
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Additionally, while this policy applies to electronic messages on a variety of
platforms, internet-based and social media options are not permitted under this
policy and are not acceptable for use unless approved by other FDA policy. Only
FDA approved applications are permitted within FDA environments. If approved
through other FDA policy, all guidance for records management compliance herein
controls. See also: FDA Social Media Policy and Records Management Guidance
for FDA Social Media Content for additional guidance on use of social media.

3. Policy.

Electronic messaging is appropriate for short-term, non-substantive work-related
conversations. It should not be used to conduct significant FDA business,
communicate decision-making, or conduct important interactions that need to be
preserved as an official record, except in emergencies or unusual circumstances
where other means of communication are not available.

Staff should only send FDA-related messages using FDA accounts and FDA-issued
devices, whenever possible. Personal devices should only be used in emergency
circumstances, such as if the FDA network is unavailable or to communicate in a
disaster situation. Use of personal devices for messaging regarding official agency
business is addressed in the Federal Records Act (44 U.S.C. 2911 as amended by
Pub. L. 1223-187). See also Section 4.B. below. In the event otherwise prohibited
messaging tools are approved for limited use, custodians must adhere to agency
guidelines, including the FDA records retention policies outlined herein and other
guidelines outlined in applicable HHS and FDA rules of behavior. See Mobile Phone
and Tablet Rules of Behavior (RoB).

National Archives and Records Administration (NARA) Bulletin 2015-02, Guidance
on Managing Electronic Messages, states that electronic messages created or
received in the course of agency business are Federal records and must be
scheduled for disposition. Because electronic messaging is to be used exclusively
for communications of short-term or inherently ephemeral value, messages sent or
received on FDA mobile devices are generally considered to be Transitory Records.
NARA defines Transitory Records as records that are needed for only a short time,
generally less than 180 days, and the Agency does not require the records to meet
legal or fiscal obligations, or to initiate, sustain, evaluate, or provide evidence of
decision-making.

Following FDA’s Records Control Schedule (RCS) FDA-9163, Transitory Records
(GRS 5.2, item 010), electronic messages sent or received on FDA mobile devices
should be deleted by users from their devices when they are no longer needed for
business use (generally less than 180 days), unless the user has been placed on
legal hold. FDA has elected not to include electronic messages within their
implementation of NARA’s Capstone approach for email management.
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NARA guidance further states if electronic messages contain more substantive
information, as described in Frequently Asked Questions on Transitory Records in
Electronic Messages #4, they must be managed as official records. If the content of
a message sent or received meets specific criteria, FDA staff are responsible for
capturing a record copy (see Section 5A) of the message and filing it in their Center,
Office, Program (COP) recordkeeping system within 180 days. Users should ensure
that related metadata, including date and name of sender(s) and receiver(s), is
captured along with the message content.

Electronic messages documenting actions taken and decisions made on FDA
business matters must be captured and preserved in an authorized electronic
information system or electronic recordkeeping system, as described in Section 6A.
If such records are inadvertently lost or destroyed, FDA staff must summarize and
confirm the discussions and/or outcomes from the messages through a follow-up
email or another format that can be saved in their office’s electronic recordkeeping
system.

Personal messages and other non-FDA related communications are considered
non-records and can be deleted by users from FDA devices immediately or as soon
as no longer needed.

To ensure compliance with legal hold and public transparency obligations, FDA
maintains a text capture and archiving application. This system will adhere to the
applicable RCS (FDA-9163, Transitory Records) with default retention set at 180
days for all captured messages not otherwise subject to legal hold. This application
does not replace custodian and/or supervisory records retention obligations outlined
herein and is not accessible by custodians or supervisors for records management
compliance.

4. Responsibilities.
A. FDA Agency Records Officer (ARO)

e Develops and disseminates the Agency policy for managing electronic
messages as Federal records in accordance with NARA requirements and
guidance.

B. Office of Disclosure and Information Governance (ODIG)

e Supports the application of legal holds identifying relevant electronic

messaging data within the FDA Legal Hold platform and subsequent

dissemination of hold information to ODT for implementation.

¢ Manages the technological administration of the FDA Legal Hold Platform
within Relativity. Supports the issuance of litigation and preservation holds
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through the FDA Legal Hold platform, including notice to custodians and
stakeholders of obligation to preserve relevant messaging data.

e Assists COP staff with transfer of electronic message records to an
authorized electronic information system or electronic recordkeeping system
(e.g., RM Client), as necessary.

C. Office of Mission Information Technology Services (OMITS)

e Aids in the preservation and recovery of electronic messaging data from FDA
mobile devices for records management and e-discovery purposes, as
necessary.

D. FDA Office of Chief Counsel (OCC)

e |Issues legal holds through the FDA Legal Hold platform, explicitly specifying
the inclusion of electronic messaging data in the scope of the hold when
relevant.

E. FDA Staff
o FDA staff who are custodians of FDA mobile devices are responsible for:

o deleting personal and transitory electronic messages from their device
when no longer needed, no later than 180 days after transmittal or receipt,
and

o determining if their electronic messages need to be retained beyond the
default text retention period for transitory records (180 days), and if so,
capturing the content of those messages and filing them as official records
in their COP electronic recordkeeping system.

5. Procedures.
A. Retaining Non-Transitory Electronic Messages

Per NARA guidance, electronic messages that are not transitory, and therefore
must be managed as records are described in: FAQ on Transitory Records in
Electronic Messages #4). If an electronic message or conversation meets the
criteria described in this FAQ, the message(s) must be managed as official
business-related records. Staff must download, forward to email, or capture an
image of the message(s) from their device and file them with related
administrative or project/case files as appropriate in an FDA office recordkeeping
system. Relevant metadata, such as date and message sender/receiver names
may need to be added to complete the record.
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B. Using Personal Phones for FDA Electronic Messages

Any FDA business-related electronic messages created or received using a
personal or non-official account that meet the definition of a Federal record must
be forwarded to an official FDA electronic messaging account (i.e., FDA email),
within 20 days, in accordance with the Federal Records Act (44 U.S.C. 2911 as
amended by Pub. L. 113-187). (ref: NARA Bulletin 2015-02).

C. Applying a Legal Hold to Electronic Messages.

In the event that a legal hold, issued in keeping with the FDA Legal Hold Policy,
identifies electronic messages in text or M365 environment, the eDiscovery
program will apply the hold pursuant to applicable procedure, either directly in the
FDA text capture application, and/or notify IT partners to retain the applicable
content within the relevant system.

6. Definitions
A. Electronic Messaging. The Federal Records Act (44 U.S.C. 2911(c)), defines

“electronic messages” to mean “electronic mail and other electronic messaging
systems that are used for purposes of communicating between individuals.”

B. Internet-based Messaging. Communications through internet-based messaging
services using third-party applications that operate independently of traditional
telecommunications or social media platforms. Examples are WhatsApp, Signal,
Telegram, WeChat, and SnapChat. These services are generally not permitted
for FDA use.

C. Social Media Messaging. Communications affiliated with social media
platforms and applications and social media direct messaging services.
Examples are Facebook (including Facebook Messenger), X, Truth Social,
Bluesky, Threads, Instagram, TikTok, YouTube, etc. Per FDA’s Social Media
Policy, only approved social media platforms and applications are permitted for
FDA use.

D. Text Messaging. Communications sent through telecommunications networks
using standardized protocols such as Short Message Service (SMS) and
Multimedia Messaging Service (MMS).

E. Microsoft Teams Chat. Teams chat refers to private or ad-hoc messaging within
Microsoft Teams, used for one-on-one or small group conversations that are not
tied to a specific Team or channel. Chats are typically used for informal, real-time
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communication and collaboration outside of structured, topic-based Teams
channels or meetings.

Collaborative Platform. A digital environment that provides tools for multiple
users to work together on projects, regardless of their location, and includes tools
for instant messaging, video conferencing, document storing and sharing.
SharePoint is a web-based collaborative platform from Microsoft. A Microsoft
Teams channel is a dedicated space within a Team to keep conversations
organized by specific topics, projects, or disciplines.

. Transitory Records. Transitory records are required for only a short time

(generally less than 180 days). They are not required to meet legal or fiscal
obligations or to initiate, sustain, evaluate, or provide evidence of decision-
making.

For definitions of all key records management terms used in this SMG, see the FDA
Records Management Master Glossary.
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8. Effective Date.

This guide is effective on September 30, 2026.
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