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AI-generated content may be incorrect.]ESG NextGen AS2 Gateway Configuration Form 

ESG NextGen has been modernized with API connectivity to facilitate machine to machine submissions. While no end date has been identified for AS2 support, industry is strongly encouraged to pursue API configuration in lieu of AS2. You can learn more about API here: User Guides | FDA. If you’d like to set up a meeting to discuss API, please contact ESGNGSupport@fda.hhs.gov. 
Company Information
	
Organization requesting gateway
	
	
	If this is for a customer of yours rather than your own company, please select this checkbox. ☐

	
Name of person filling out form
	
	
	If checked, enter customer company name:



 

Industry Gateway Configuration Information
	
	Validation/Test Environment Details
	Production Environment Details

	ESG NextGen USP Information
	Please copy and paste below the name from ESG NextGen for the company this gateway is to be associated with

	Email address associated with profile registered on USP


	Routing ID
	
	

	Gateway HTTPS URL (only ports 443, 4080 are accepted)
	
	

	Gateway Credentials (If Applicable)
	☐ Select this checkbox if you do not use credentials.
User ID: 
Password:
	☐ Select this checkbox if you do not use credentials.
User ID: 
Password:

	Point of Contact Name for Account
(First and Last)
	
	

	Point of Contact Email for Account
	
	

	Attach Signing Certificate 
	
	

	Attach Encryption Certificate (if different)
	
	

	SSL certificate
	N/A: ESG NextGen does not pin SSL certificates, therefore this is not needed.
	N/A: ESG NextGen does not pin SSL certificates, therefore this is not needed.

	Whitelist IPs

	N/A: ESG NextGen does not need to know IPs for whitelisting.
	N/A: ESG NextGen does not need to know IPs for whitelisting.



ESG NextGen Connection Information
	
	Validation/Test Details
	Production Details

	Routing ID
	ZZFDATST
	ZZFDA 

	AS2-to
	Please see section 2.4 of the AS2 user guide here.
	Please see section 2.4 of the AS2 user guide here.

	Gateway URL
	https://upload-api-esgng.fda.gov:4080/as2/receive/test 
	https://upload-api-esgng.fda.gov:4080/as2/receive

	Encryption & Signing Certificate 
	

	


	SSL certificate
(We recommend you do NOT pin this)
	

	


	IP Ranges 
(If your company requires whitelisting)

	· Inbound range (industry to FDA) used for synchronous MDN's and submissions:  15.205.247.22 and 3.31.183.245 
· Outbound range (FDA to industry) used for asynchronous MDN's, ACK2's, and ACK3's: 150.148.0.0/16

	· Inbound range (industry to FDA) used for synchronous MDN's and submissions:  15.205.247.22 and 3.31.183.245 
· Outbound range (FDA to industry) used for asynchronous MDN's, ACK2's, and ACK3's: 150.148.0.0/16 



[image: Information with solid fill]Please attach your completed form to all tickets related to AS2 configuration. Please note that the POC should be included as a CC in all communication regarding AS2 profile configuration changes. 
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