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FDA Electronic Submission Gateway (ESG) NextGen -
API Guide .

1. Introduction

This document provides guidelines for submitting files and folders through Application
Programming Interfaces (APIs) with the FDA's ESG NextGen system. The guide covers the
prerequisites for APl submission and the APl order to perform different tasks.

1.1 Purpose of the Guide

ESG NextGen provides new web services APIs to submit files, check submission status and
retrieve acknowledgements Companies can integrate these APls with their systems to achieve
submission and other business workflow automation.

1.2 Target Audience

This guide is intended for industry participants who want to utilize APIs to submit regulatory
information to the FDA. The audience includes current Applicability Statement 2 (AS2)
submitters so they can understand this additional system to system submission method,
legacy ESG WebTrader users and new ESG NextGen users who desire to further automate the
submission process, and user technical support resources. It is applicable to users submitting
on behalf of their own company as well as agents submitting on behalf of other companies.
For further API technical information, refer to the ESG NextGen API Specification v1.0.docx
which can be found here under User Guides.

2. Getting Started with API

To utilize API submissions with ESG NextGen, users will need to obtain a Client ID and Secret
Key. To obtain this information, users will need to register for an ESG NextGen Unified
Submission Portal (USP) account. Only USP users with the role of Power User will have access
to the APl Management module of USP.

2.1 Registering with Corporate Emails

For security and privacy reasons, ESG NextGen accepts communications via business email
accounts. Public email services (e.g., Gmail, Yahoo) are not acceptable to maintain
compliance and ensure data integrity. When registering for ESG NextGen, the email provided
must be an individual’s business email, a group or shared email cannot be used.

2.2 USP User Roles and Permissions

ESG NextGen defines two primary user roles, each with distinct permission:


https://www.fda.gov/industry/esg-next-generation
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e Power User:
Power Users have full access to all system functionalities, including user registration,
company and user management, and submission processes. Power Users are allowed
to:
o Manage company information such as Non-Repudiation Letters and
Authorization Letters.
Generate API credentials.
Manage users (roles and permissions) within their organization.
Upload submissions.
o View all submissions within their organization.
e Submitter:
Submitters are authorized to submit regulatory files for their company but cannot
manage users or modify company settings. Submitters focus on preparing and sending
both test and production submissions through the USP. Submitters are allowed to:
o Upload submissions.
o View their own submissions.
o View/edit their user information.

o O O

2.3 Agent, CRO, or Consultant Registration

Agents, Contract Research Organizations (CROs), or Consultants that submit on behalf of
multiple clients will register under their own company. The Authorization Letters uploaded
by the Agent, CRO, or Consultant, is what will link the Agent, CRO, or Consultant company to
the companies they are submitting on behalf of. Please follow the steps outlined below in
Registering for a USP Account when creating your account.

2.4 Registering for a USP Account

To utilize the functionality within ESG NextGen USP, users will need to register for a USP
account. If you have already created an ESG NextGen USP account, please use the credentials
created during account registration to log in to your account.

Step 1: Create Log In Credentials and set-up Multi-Factor Authentication

1. Open your browser (Chrome, Firefox, or Edge) and navigate to the web page
Electronic Submissions Gateway | FDA

2. Click on ‘Industry USP Log In’. Note: to be available 3/31/25

Industry USP Log In
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3. Review the Security Warning and click ‘Accept’.
4. On the ESG NextGen log in page, click on ‘Register now’.

ESG N=XT G=N

EMAIL

This is my device

Change Password | Forgot Password

Don't have an accoum.

e Enter all required information on the ‘Create Your Account’ page and then click
‘Create Account’.
o An email will be sent to the email address entered during this registration
process stating your account has been created.
e Enter the credentials created while registering your account in the ESG NextGen log in
screen and click ‘Sign On’.

e Go to the email inbox for the email entered during registration to obtain the One Time
Passcode (OTP).
e Enter the OTP in the box provided and click ‘Sign On’.
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Please enter the OTP sent to the

provided emall

te***@companyname.com

e You are now Authenticated and will be directed to ESG NextGen USP.

Step 2: Complete ESG NextGen Registration

The ESG NextGen USP registration wizard will walk you through the steps to complete your
ESG NextGen USP registration.

Legacy ESG Users

For users with an active legacy ESG account, your user information has been migrated to ESG
NextGen, and you remain covered under your previously submitted Non-Repudiation Letter
and Authorization Letter (if needed). Once logged in to ESG NextGen USP for the first time,
please review the information presented and click ‘Continue’ to activate your ESG NextGen
USP account.

New Users

For users new to submitting to the FDA via legacy ESG or ESG NextGen, you will need to
review the guidelines for a Non-Repudiation Letter found here: Appendix G: Letters of Non-
Repudiation Agreement | FDA. For Agents, CROs, and Consultants submitting on behalf of
another company, please also reference the guidelines for Authorization Letters: Appendix K:
Sample Authorization Letter | FDA

Within the ESG NextGen USP registration wizard, you will have the option to upload a signed
Non-Repudiation Letter, or you can create a Non-Repudiation Letter digitally within the
wizard and sign electronically.

For Agents, CRO’s, and Consultants registering their company with ESG NextGen, be sure to
check the box for ‘This company is an agency/consulting firm submitting on behalf of other
companies.’ This will indicate to the system that users for your company will be uploading on


https://www.fda.gov/industry/about-esg/appendix-g-letters-non-repudiation-agreement
https://www.fda.gov/industry/about-esg/appendix-g-letters-non-repudiation-agreement
https://www.fda.gov/industry/about-esg/appendix-k-sample-authorization-letter
https://www.fda.gov/industry/about-esg/appendix-k-sample-authorization-letter
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behalf of other companies. During the registration process, at least one Authorization Letter
will need to be uploaded.

There are multiple ways the ESG NextGen USP registration wizard will walk you through the
registration process. Please reference the following training videos for more information on
the ESG NextGen USP registration process:

New Company/New User Registration

e New Company Agent Upload User Registration: Covers entering your company’s
information and uploading a Non-Repudiation Letter.

e New Company Non-Agent Duplicate Upload User Registration: Covers entering your
company’s information and a duplicate company is detected, and a Non-Repudiation
Letter is uploaded.

e New Company Non-Agent Duplicates Digital User Registration: Covers entering your
company’s information and duplicate companies are detected and a digital Non-
Repudiation Letter is created.

Existing Company/New User Registration

e Existing Shell Digital User Registration: Company selected is just the company name
created by an Agent to submit on behalf of the selected company. Registering user is
defaulted to a Power User and a digital Non-Repudiation Letter is created.

e Existing Non-Shell Upload User Registration: Registering user found their company and
uploaded a Non-Repudiation Letter.

e Existing Non-Shell Letter Found User Registration: Registering user found their
company and is covered under a company-wide Non-Repudiation Letter.

For a new user registering under an existing company within ESG NextGen, once your ESG
NextGen USP registration is complete, a Power User from your company will review and
accept or decline your registration. An email notification will be sent to you notifying you of
the status of your ESG NextGen USP account.

For a new company entered into ESG NextGen with the new user registration, an ESG
NextGen Admin will review your registration, and an email notification will be sent to you
notifying you of the status of your ESG NextGen USP account. The first user registered in a
company will default to a Power User role.


https://www.youtube.com/watch?v=CkKKOQ3y8Gk&list=PLey4Qe-UxcxbK3-P0s8YNt6wvZciE5PRP&index=7&pp=iAQB
https://www.youtube.com/watch?v=X-h69FzkOTA&list=PLey4Qe-UxcxbK3-P0s8YNt6wvZciE5PRP&index=8&pp=iAQB
https://www.youtube.com/watch?v=-SnQg3VPalM&list=PLey4Qe-UxcxbK3-P0s8YNt6wvZciE5PRP&index=9&pp=iAQB
https://www.youtube.com/watch?v=Tx0pQUsvRwQ&list=PLey4Qe-UxcxbK3-P0s8YNt6wvZciE5PRP&index=6&pp=iAQB
https://www.youtube.com/watch?v=IR5L2ZTf2fg&list=PLey4Qe-UxcxbK3-P0s8YNt6wvZciE5PRP&index=4&pp=iAQB
https://www.youtube.com/watch?v=xy8cA7A5eJU&list=PLey4Qe-UxcxbK3-P0s8YNt6wvZciE5PRP&index=5&pp=iAQB
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2.5 Obtain API Client ID and Secret Key

The Client ID and Secret Key generated in the APl Management module of ESG NextGen USP
is what will allow a user to be authenticated within ESG NextGen to upload submissions via
API. Only USP users with the role of Power User will have access to APl Management. Please
store the Secret Key in a secure location as ESG NextGen USP will not reveal the Secret Key
again after it is generated. If you lose your Secret Key or need to replace it for any reason, you
can generate a new Client ID and Secret key within the APl Management module of ESG
NextGen USP.

2.5.1 First Time Generation of API Client ID and Secret Key

e Loginto ESG NextGen USP.
e Inthe left navigation menu, select ‘APl Management’.

4 Unified Submission Portal i @ @

£22 Dashboard

C REFRESH Updated 11/19/2024 17:44 EST
Logged in under Kare Consulting

© You have 1 pending users to review. Visit User Management (o review.

Status Tracker Search by Core ID

, Origination Sore o

£33 Dashboard Status  Submission Name
o

O
D submission History = Heart Health Boost: File 2483,pdf 1111972024

W APl Management

art Health Boost: Financial 11/19/2024

v [ H an: SEARCH MULTIPLE CORE IDS

B3 Test Submission L Heart Health Boost: Study Results.png 11/19/2024

#&e User Management

«

e Onthe APl Management screen, click ‘+ Generate’ to generate and reveal your Client
ID and Secret Key.
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APl Management

Click to generate Client ID and Secret.

< BACK

e Once API Credentials are displayed, please be sure to store the Secret Key in a secure
location within your system as the Secret Key will not be displayed again.

APl Management

Store your Secret securely, return any time to view your Client ID.

Client ID

Client ID will display here
Secret @

Secret Key will display here

e

< BACK

Your API Credentials

Please be sure to store the Secret Key in a secure location within your
system. If the secret key is forgotten or lost, a new set of credentials will
need to be generated, The system will not display the secret key again,

2.5.2 Regenerating Secret Key
1. Loginto ESG NextGen USP.

2. In the left navigation menu, select ‘APl Management’.
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4 Unified Submission Portal #0OQ

g2 Dashboard

© REFRESH Updated 11/19/2024 17:44 EST
Logged in under Kare Consulting

© You have 1 pending users to review. Visit User Management (o review.

Status Tracker Search by Core ID

Origination Gore 0
Dashboard Status  Submission Name ks

E=
*) submission History

- Heart Health Boost: File 2483.pdf 11192024
¥ APl Management 9 Heart Health Boost: fir 11/19/2024 SEARCH MULTIPLE CORE IDS
& Test Submission = Heart Health Boost: Study Results.png  11/19/2024

& User Management

«

3. Onthe APl Management screen, click ‘Generate New’.

APl Management

Click to reveal credentials or to replace existing credentials.

Your API Credentials

Client ID Reveal @

ke hkokk

Secret @

W ke ek

< BACK

4. A warning message will appear stating the action of generating a new secret key will

replace your current APl access credentials, rendering them invalid. To replace your
API credentials, click ‘Generate’.
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APl Management

Click to generate Client ID and Secret.

This action will replace your current APl access
credentials, rendering them invalid.

o Generate

< BACK

5. Once API Credentials are displayed, please be sure to store the Secret Key in a secure
location within your system as the Secret Key will not be displayed again.

APl Management

Store your Secret securely, return any time to view your Client ID.

Your API Credentials

Client ID

Client ID will display here
Secret @

Secret Key will display here

b
Please be sure to store the Secret Key in a secure location within your
system. If the secret key is forgotten or lost, a new set of credentials will
need to be generated. The system will not display the secret key again.

< BACK

3. FDA Center and Submission Types

For a list of FDA Center and Submission Types to referenced when populating the Center and
Submission type in the ‘Generate Submission ID and Temp Credentials’ API, please see Center
Submission Types | FDA

10
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4. Support

Questions? Please contact support at ESGNGSupport@fda.hhs.gov. We are available to
provide assistance 8 am to 8 pm ET Monday — Friday. If you submit a help request outside
those business hours, we will respond the next business day.

11
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5. Appendix for Technical Resources

5.1 API File Submission Steps

Outlined below is the order the APIs need to be called for different tasks. For detailed information pertaining to the APls, please reference the ESG
NextGen API Specification.

Each workflow outlined below requires an active oAuth access token. Generating a new access token is outlined in Step 1 of each workflow. You
can skip this step if you already have a valid access token.
Retrieving an oAuth access token will need to be done when:

e This is the first API call being made for the session
e The previous access token has expired

Note: Access tokens expire after one hour

5.1.1 Retrieving User Details

Most APIs require identifying the user or company via the unique identifier tied to those elements. This APl workflow allows industry users to
retrieve those identifiers.

A!’I . Request Input Request Output
No API Endpoint Description Request (Sample values) (Sample values)
(Industry Method
Partners)

Step 1 | https://externa | APl to POST Request Body with x-www-form- ,{l . _ .,
-api- generate urlencoded access_token": "aZI2hNYnbuOikJZEhmyA",
esgng.fda.gov/ | oAuth Keys -- Values: "token_type": "Bearer",
as ftoI;en ;)auth access client_secret—Secret generated from "expires_in": 3600
2?grant type=c | token APl Management )
lient credentia client_id -- ID generated from API
- Management

12


https://external-api-esgng-uat.preprod.fda.gov/as/token.oauth2?grant_type=client_credentials&scope=openid%20profile
https://external-api-esgng-uat.preprod.fda.gov/as/token.oauth2?grant_type=client_credentials&scope=openid%20profile
https://external-api-esgng-uat.preprod.fda.gov/as/token.oauth2?grant_type=client_credentials&scope=openid%20profile
https://external-api-esgng-uat.preprod.fda.gov/as/token.oauth2?grant_type=client_credentials&scope=openid%20profile
https://external-api-esgng-uat.preprod.fda.gov/as/token.oauth2?grant_type=client_credentials&scope=openid%20profile
https://external-api-esgng-uat.preprod.fda.gov/as/token.oauth2?grant_type=client_credentials&scope=openid%20profile
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\\[o)

API Endpoint

Is&scope=open
id%20profile

API
Description
(Industry
Partners)

Request
Method

Request Input
(Sample values)

NOTE: The values are constant which
are from ICAM client credentials.

Request Output
(Sample values)

Step 2

https://externa
[-api-
esgng.fda.gov/
api/esgng/vl/c
ompanies

Retrieve the
user ID and
list of
companies
and the
associated
company
IDs for
which a
given user
can create
submissions

GET

Query Parameter:

user_email = testagent5@test.com

Note: Please pass accesstoken in a
header

Key — Values

accesstoken - {accesstoken}

{
"user_id": 55,

"user_email":

"testagent5@test.com"”,

"company_id": 30,

"company_name": "Actual Agency",
"company_status": "Approved",
"authorizing_companies": [

{

"authorizing_company_id": 2,
"authorizing_company_name": "Oldio Corp"

|3

{

"authorizing_company_id": 5,
"authorizing_company_name": "Fantastic Calm"

!

1,

"esgngcode": "ESGNG390",

"esgngdescription": "Company Information retrieved
successfully from ESGNG."

}

13
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https://external-api-esgng-uat.preprod.fda.gov/api/esgng/v1/companies
https://external-api-esgng-uat.preprod.fda.gov/api/esgng/v1/companies
https://external-api-esgng-uat.preprod.fda.gov/api/esgng/v1/companies
https://external-api-esgng-uat.preprod.fda.gov/api/esgng/v1/companies
mailto:testagent5@test.com
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5.1.2 File Submission through API

This API workflow allows industry users to create a submission, assign the submission metadata, and submit a file to be delivered to the
appropriate FDA center. In Step 2, please notice there is an endpoint for Test Submissions and an endpoint for Production Submissions.

API
Description
(Industry
Partners)

Request

[\ API E i
o ndpoint Method

Request Input
(Sample values)

Request Output
(Sample values)

Step 1 | https://extern | APl to POST Request Body with x-www-form- ,{, . , .
: urlencoded access_token": "aZI2hNYnbuOikJZEhmyA",
al-api- generate ; o y
Keys -- Values: token_type": "Bearer",
esgng.fda.gov | oAuth access . w =
client_secret—Secret generated expires_in": 3600
/as/token.cau | token ; APl M ;
th2?arant t r9m ! anagemen }
_g_m‘ client_id -- ID generated from API
e=client cred
o Management
entials&scope
- NOTE: The values are constant
=openid%20pr —_— .
- which are from ICAM client
ofile .
- credentials.
Step 2 | TEST Generate GET Request Body: {
Submission | submission { "core_id": "CmpAssociatesinc_2023110733023",
Endpoint: id and temp
credentials "user_id": "2", "temp_user": "1-CmpAssociatesinc_2023110733023",
https://extern
al-api- "fda_center": "CBER", "temp_password": "17948854-108c-4831-9000-
ggﬂg_fd_a,go_\]/- "company_id": o 0859c52fefc0",
/api/esgng/v " non "
/credentials/a "authorizing_company_id": "2", esgngcode”: "ESGNG210",
pi/test "submission_type": "510K", esgngdescription": "Core Id and 'll:emporary Credentials
generated and stored successfully.

14
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https://external-api-esgng-uat.preprod.fda.gov/as/token.oauth2?grant_type=client_credentials&scope=openid%20profile
https://external-api-esgng-uat.preprod.fda.gov/as/token.oauth2?grant_type=client_credentials&scope=openid%20profile
https://external-api-esgng-uat.preprod.fda.gov/as/token.oauth2?grant_type=client_credentials&scope=openid%20profile
https://external-api-esgng-uat.preprod.fda.gov/as/token.oauth2?grant_type=client_credentials&scope=openid%20profile
https://external-api-esgng-uat.preprod.fda.gov/as/token.oauth2?grant_type=client_credentials&scope=openid%20profile
https://external-api-esgng-uat.preprod.fda.gov/as/token.oauth2?grant_type=client_credentials&scope=openid%20profile
https://external-api-esgng-uat.preprod.fda.gov/as/token.oauth2?grant_type=client_credentials&scope=openid%20profile
https://external-api-esgng-uat.preprod.fda.gov/as/token.oauth2?grant_type=client_credentials&scope=openid%20profile
https://external-api-esgng-uat.preprod.fda.gov/api/esgng/v1/credentials/api
https://external-api-esgng-uat.preprod.fda.gov/api/esgng/v1/credentials/api
https://external-api-esgng-uat.preprod.fda.gov/api/esgng/v1/credentials/api
https://external-api-esgng-uat.preprod.fda.gov/api/esgng/v1/credentials/api
https://external-api-esgng-uat.preprod.fda.gov/api/esgng/v1/credentials/api
https://external-api-esgng-uat.preprod.fda.gov/api/esgng/v1/credentials/api
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API
Description
(Industry
Partners)

Request

No API Endpoint Method

Request Input
(Sample values)

Request Output
(Sample values)

PROD
Submission
Endpoint:

https:
al-api-
esgng.fda.gov
/api/esgng/vl
/credentials/a
pi

extern

"file_count": 23,

"description": "this is submission
version description”,

“submission_protocol": "API"

}

Note: Please pass accesstoken in a
header

Key - Values

accesstoken - {accesstoken}

Insert GET

payload.

https://upload

esgng.fda.gov

[rest/forms/v

1/fileupload/p
ayload

Step 3

Do not supply a request body with
this method.

{

"data" :
{
"payloadld" : "string",
"uploadFileLink" : "string",
"submitFormLink" : "string'
}

}

https://upload POST

-a EI_
esgng.fda.gov

[rest/forms/v
1/fileupload/p

Step 4 Upload one
attachment

at a time.

Request Parameter

payloadid

{
"data" :
{
"status" : "string",

"message" : "string'

15
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https://external-api-esgng-uat.preprod.fda.gov/api/esgng/v1/credentials/api
https://external-api-esgng-uat.preprod.fda.gov/api/esgng/v1/credentials/api
https://external-api-esgng-uat.preprod.fda.gov/api/esgng/v1/credentials/api
https://external-api-esgng-uat.preprod.fda.gov/api/esgng/v1/credentials/api
https://external-api-esgng-uat.preprod.fda.gov/api/esgng/v1/credentials/api
https://upload-api-esgng-uat.preprod.fda.gov/rest/forms/v1/fileupload/payload
https://upload-api-esgng-uat.preprod.fda.gov/rest/forms/v1/fileupload/payload
https://upload-api-esgng-uat.preprod.fda.gov/rest/forms/v1/fileupload/payload
https://upload-api-esgng-uat.preprod.fda.gov/rest/forms/v1/fileupload/payload
https://upload-api-esgng-uat.preprod.fda.gov/rest/forms/v1/fileupload/payload
https://upload-api-esgng-uat.preprod.fda.gov/rest/forms/v1/fileupload/payload
https://upload-api-esgng-uat.preprod.fda.gov/rest/forms/v1/fileupload/payload/:payloadId/file
https://upload-api-esgng-uat.preprod.fda.gov/rest/forms/v1/fileupload/payload/:payloadId/file
https://upload-api-esgng-uat.preprod.fda.gov/rest/forms/v1/fileupload/payload/:payloadId/file
https://upload-api-esgng-uat.preprod.fda.gov/rest/forms/v1/fileupload/payload/:payloadId/file
https://upload-api-esgng-uat.preprod.fda.gov/rest/forms/v1/fileupload/payload/:payloadId/file
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API Request Input Request Output
No API Endpoint Description Request (Sample values) (sample values)
(Industry Method
Partners)
ayload/:paylo }
adld/file }
Step 5 | https://upload | Submit the POST Request body: {
-api- payload. "data" :
{
esgng.fda.gov " T {
username" : "string", . N
[rest/forms/v " o message" : "string",
; password" : "string", et
1/fileupload/p " oM files" :
sha256_checksum" : "string
ayload/:Paylo } [{
adid/submit "id" : "string",

"name" : "string",
"size" : "string",
"link" : "string"

H

}
}

5.1.3 Get Submission Status

This APl workflow allows industry users to retrieve the status of the submission based on its core ID.
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https://upload-api-esgng-uat.preprod.fda.gov/rest/forms/v1/fileupload/payload/:payloadId/file
https://upload-api-esgng-uat.preprod.fda.gov/rest/forms/v1/fileupload/payload/:payloadId/file
https://upload-api-esgng.fda.gov/rest/forms/v1/fileupload/payload/:Payloadid/submit
https://upload-api-esgng.fda.gov/rest/forms/v1/fileupload/payload/:Payloadid/submit
https://upload-api-esgng.fda.gov/rest/forms/v1/fileupload/payload/:Payloadid/submit
https://upload-api-esgng.fda.gov/rest/forms/v1/fileupload/payload/:Payloadid/submit
https://upload-api-esgng.fda.gov/rest/forms/v1/fileupload/payload/:Payloadid/submit
https://upload-api-esgng.fda.gov/rest/forms/v1/fileupload/payload/:Payloadid/submit
https://upload-api-esgng.fda.gov/rest/forms/v1/fileupload/payload/:Payloadid/submit
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AP Requestiinpus Request Output
No API Endpoint Description Request (Sample values) (Sample values)
(Industry Method
Partners)

Step | https://externa | APIto POST Request Body with x-www-form- { _

1 l-api- generate urlencoded "access_token": "aZI2hNYnbuOikJZEhmyA",
esgng.fda.gov/ | oAuth access Keys -- Values: “token_type": "Bearer”,
as/token.oauth | token client_secret—Secret generated from "expires_in": 3600
2%erant tvpe=c APl Management }
lient credential client_id -- ID generated from API
P Management

s&scope=openi

4%20brofile NOTE: The values are constant which
0 E

are from ICAM client credentials.

Step | https://externa | Retrieve GET URI Paramter: {" i . "
. . core_id": "CmpAssociatesinc_2023110733023",

2 [-api- submission . \ . o ;

ccone fda.eov/ | status for {core_id} -> status": "Upload Initiated",

_g_g_g_[. — . . CmpAssociatesinc_2023110733023 "submission_protocol": "API",

api/esgng/vl/s | given core id \ q T \

ubmissions/{co Note: Please pass accesstoken in a esenecode - FSG"N"GNO - .

re id} header esgngdescription": "Submission status retrieved

successfully."
Key — Values }

accesstoken - {accesstoken}

5.1.4 Get ALL Acknowledgements

This APl allows industry users to retrieve the details of the acknowledgement data associated with a submission identified by core ID. ACK1 and
ACK2 details are returned in the list while ACK3 returns a link to download the appropriate file.
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https://external-api-esgng-uat.preprod.fda.gov/as/token.oauth2?grant_type=client_credentials&scope=openid%20profile
https://external-api-esgng-uat.preprod.fda.gov/as/token.oauth2?grant_type=client_credentials&scope=openid%20profile
https://external-api-esgng-uat.preprod.fda.gov/as/token.oauth2?grant_type=client_credentials&scope=openid%20profile
https://external-api-esgng-uat.preprod.fda.gov/as/token.oauth2?grant_type=client_credentials&scope=openid%20profile
https://external-api-esgng-uat.preprod.fda.gov/as/token.oauth2?grant_type=client_credentials&scope=openid%20profile
https://external-api-esgng-uat.preprod.fda.gov/as/token.oauth2?grant_type=client_credentials&scope=openid%20profile
https://external-api-esgng-uat.preprod.fda.gov/as/token.oauth2?grant_type=client_credentials&scope=openid%20profile
https://external-api-esgng-uat.preprod.fda.gov/as/token.oauth2?grant_type=client_credentials&scope=openid%20profile
https://external-api-esgng-uat.preprod.fda.gov/api/esgng/v1/submissions/%7bcore_id%7d
https://external-api-esgng-uat.preprod.fda.gov/api/esgng/v1/submissions/%7bcore_id%7d
https://external-api-esgng-uat.preprod.fda.gov/api/esgng/v1/submissions/%7bcore_id%7d
https://external-api-esgng-uat.preprod.fda.gov/api/esgng/v1/submissions/%7bcore_id%7d
https://external-api-esgng-uat.preprod.fda.gov/api/esgng/v1/submissions/%7bcore_id%7d
https://external-api-esgng-uat.preprod.fda.gov/api/esgng/v1/submissions/%7bcore_id%7d
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API Endpoint

API
Descriptio
n
(Industry
Partners)

Request
Method

Request Input
(Sample values)

Request Output
(Sample values)

Step | https://external- | APIto POST Request Body with x-www-form- ,{, . _ .

1 api- generate urlencoded access_token": "azZI2hNYnbuOikJZEhmyA",
esgng.fda.gov/as/t | oAuth Keys -- Values: "token_type": "Bearer",
oken.oauth2?gran | access client_secret—Secret generated "expires_in": 3600

— from APl Management }
t type=client cre | token . .
dentials&scope=o client_id -- ID generated from API
penid%20profile Management
NOTE: The values are constant
which are from ICAM client
credentials.

Step | https://external- | Retrieve | GET URI Paramter: { . -

2 api- all ACKs | coreld - )
esgng.fda.gov/api | informati . €i241211033255.70c6eb6daadab4a188dd318c2b82f599e",
Jesgng/vl/acknow | on and {core_id} -> "acknowledgements": [
ledgements/{core | also to €i241211033255.70c6e6daadabd {

i} have a a188dd318c2b82f599e "acknowledgement": "ACK1c",
link for Note: Please pass accesstoken in "status”: "Upload Received",
ACK3 file a header "message": "\n\n From: donotreply@fda.hhs.gov\n
t To: esgngtestl@gmail.com\n Subject: ESG Submission -
° Key - Values ACK1 - Upload Received:
download p :

accesstoken - {accesstoken}

€i241211033255.70c6e6daadab4a188dd318c2b82f599e\n\n
Submission
€i241211033255.70c6eb6daadab64a188dd318c2b82f599¢e has
been successfully received by ESG.\n\n Company Name:
Auth Shell myrtle\n Core ID:
€i241211033255.70c6eb6daadab4al188dd318c2b82f599e\n\t
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https://external-api-esgng-uat.preprod.fda.gov/as/token.oauth2?grant_type=client_credentials&scope=openid%20profile
https://external-api-esgng-uat.preprod.fda.gov/as/token.oauth2?grant_type=client_credentials&scope=openid%20profile
https://external-api-esgng-uat.preprod.fda.gov/as/token.oauth2?grant_type=client_credentials&scope=openid%20profile
https://external-api-esgng-uat.preprod.fda.gov/as/token.oauth2?grant_type=client_credentials&scope=openid%20profile
https://external-api-esgng-uat.preprod.fda.gov/as/token.oauth2?grant_type=client_credentials&scope=openid%20profile
https://external-api-esgng-uat.preprod.fda.gov/as/token.oauth2?grant_type=client_credentials&scope=openid%20profile
https://external-api-esgng-uat.preprod.fda.gov/as/token.oauth2?grant_type=client_credentials&scope=openid%20profile
https://external-api-esgng-uat.preprod.fda.gov/api/esgng/v1/acknowledgements/%7bcore_id%7d
https://external-api-esgng-uat.preprod.fda.gov/api/esgng/v1/acknowledgements/%7bcore_id%7d
https://external-api-esgng-uat.preprod.fda.gov/api/esgng/v1/acknowledgements/%7bcore_id%7d
https://external-api-esgng-uat.preprod.fda.gov/api/esgng/v1/acknowledgements/%7bcore_id%7d
https://external-api-esgng-uat.preprod.fda.gov/api/esgng/v1/acknowledgements/%7bcore_id%7d
https://external-api-esgng-uat.preprod.fda.gov/api/esgng/v1/acknowledgements/%7bcore_id%7d
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API
Descriptio
API Endpoint n
(Industry
Partners)

Request
Method

Request Input
(Sample values)

Request Output
(Sample values)

File Type: SINGLE\n\tFile Count Received: 1\n\tFile Count
Identified to be Received: 1\n\tTotal File Size: 88.00
KB\n\tOrigination Date/Time: 12/10/2024 23:32:55
ET\n\nNext Step: Submission to be delivered to HFP",
"created_by": "4909",
"created_date": "12-11-2024, 03:34:10"
2
{

"acknowledgement": "ACK2",

"status": "Submitted to Center",

"message": "\n\n From: donotreply@fda.hhs.gov\n
To: esgngtestl@gmail.com\n Subject: ESG Submission -
ACK2 - Submitted to Center:
€i241211033255.70c6e6daadab4a188dd318c2b82f599e\n\n
Submission
€i241211033255.70c6eb6daadab64a188dd318c2b82f599¢e has
been successfully submitted to HFP\n\n Company Name:
Auth Shell myrtle\n\n\tCore ID:
€i241211033255.70c6e6daadab4a188dd318c2b82f599e\n\t
File Type: SINGLE\n\tFile Count Received: 1\n\tFile Count
Identified to be Received: 1\n\tTotal File Size: 88.00
KB\n\tOrigination Date/Time: 12/10/2024 23:32:55
ET\n\tCenter Receipt Date/Time: 12/10/2024 23:34:14
ET\n\nNext Step: HFP to review submission.",

"created_by": "4909",

"created_date": "12-11-2024, 03:34:17"
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API
Descriptio
API Endpoint n
(Industry
Partners)

Request
Method

Request Input
(Sample values)

Request Output
(Sample values)

}

1,
"esgngcode": "ESGNG360",

"esgngdescription": "Retrieved all acknowledgements for
the given submission."

}
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5.2 APl Error Codes

ESGNG Code | ESGNG Description APl message APl Name Http Code
generateAPISubmissionIDTempCredentials API
ESGNG210 Submission status updated successfully. Success generateAPISubmissionIDTempCredentials 200
ESGNG211 |nVE?|IC| Request. Please check request inputs and try generateAPISubmissionIDTempCredentials

again. Bad request 400
ESGNG212 There was an issue con‘nectmg to the database. Please generateAPISubmissionIDTempCredentials

contact support for assistance.
ESGNG213 Please check the aFceptabIe headers for eg: User generateAPISubmissionIDTempCredentials

Agent, and try again. Not acceptable 406

The requested resource could not be found. Please
ESGNG214 make sure you've provided the correct resource generateAPISubmissionIDTempCredentials

identifier or URL. Resource not found 404

Incorrect URL. Please make sure the URL and request . .
ESGNG215 methods are correct. Method not allowed generateAPISubmissionIDTempCredentials 405
ESGNG216 Unsupported media type. Please check.payload format ) generateAPISubmissionIDTempCredentials

eg: Content-Type value etc. and try again. Unsupported media type 415
ESGNG217 The server is unable to process your request. Not Implemented generateAPISubmissionIDTempCredentials 501
ESGNG218 Invalid C.enter and Subm|s§|on Type. Please check generateAPISubmissionIDTempCredentials

request inputs and try again. Bad request 400
ESGNG219 Invalid user, company', or center submls.smn type. generateAPISubmissionIDTempCredentials

Please check request inputs and try again. Bad request 400
getSubmissionStatus API
ESGNG270 Submission status retrieved successfully. Success getSubmissionStatus 200
ESGNG271 Inva?lld Request. Please check request inputs and try T e

again. Bad request 400
ESGNG272 There was an issue con!wectmg to the database. Please getSubmissionStatus

contact support for assistance.
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ESGNG Code ESGNG Description APl message APl Name Http Code
ESGNG273 Please check the aFceptabIe headers for eg: User L
Agent, and try again. Not acceptable 406
The requested resource could not be found. Please
ESGNG274 make sure you've provided the correct resource getSubmissionStatus
identifier or URL. Resource not found 404
Incorrect URL. Please make sure the URL and request .
ESGNG27
SGNG275 methods are correct. Method not allowed RN 405
ESGNG276 Unsupported media type. Please check .payload format getSubmissionStatus
eg: Content-Type value etc. and try again. Unsupported media type 415
ESGNG277 The server is unable to process your request. Not Implemented getSubmissionStatus 501
ESGNG278 Inva‘alld Company. Please check request inputs and try getSubmissionStatus
again. Bad request 400
getAcknowledgementsList API
ESGNG360 Retrle.ve.d all acknowledgements for the given getAcknowledgementsList
submission. Success 200
ESGNG361 Inva?hd Request. Please check request inputs and try e T
again. Bad request 400
getCompany Info API
Company Information retrieved successfully from
ESGNG390 ESGNG. Success getCompanylnfo 200
Invalid Request. Please check request inputs and try
ESGNG391 again. Bad request getCompanylnfo 400
ESGNG392 User is invalid, inactive, or expired. Bad request getCompanylinfo 400
ESGNG393 Invalid User. Please check request inputs and try again. | Bad request getCompanylinfo 400
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