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Introduction to Large Language Models in Healthcare

Current/emerging roles:
• Patient portal messaging
• Ambient documentation
• Chart summarization

Potential multi-level applications:
• Simplification, translation
• Documentation support
• Decision-support, prediction
• Remote digital health
• Multi-modal applications
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While LLMs have potential, they also bring unique risks that require proactive controls
Goal: Balance innovation and safety to realize benefits for patients and providers

Nori et al. arXiv:2311.16452v1 

?



Pre-training

The doctor is a  ____ 

man

woman

child

Select your preferred note summary:

Preference TuningInstruction Tuning

Summarize this clinic note…

Summary

LLM training is the foundation for performance, behavior, and risks



LLM training is the foundation for performance, behavior, and risks

COVID-19

Infection

Chen and Gallifant et al., NeurIPS 2024; www.crosscare.net

Transparency into training approaches, data, and model updates is needed for robust risk assessments.
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Overview of LLM Risks for Clinical Applications

Systems Privacy and Security
Risks arising from the device, and risks to the device

Patient Safety and Clinical Effectiveness
Device performance, safety, and impact on outcomes 

Workflow Integration
Human factors, user feedback, and monitoring

Ethics and Legal
Transparency, equity, accountability, and responsibility

Behavior learned 
during model 

training and tuning 
modulate all risks



Systems-Level Risks and Controls

LLM 
Device

Electronic 
Health 

Records

Personal 
Devices

External 
Databases

Labs, 
Pharmacy, 

etc.

Internet

Other 
Medical 

Devices and 
Software

• Data governance
• Data input into model
• Data output from model
• Data masking

• Security protocols
• Encryption 
• Audit trails
• Cybersecurity protections

• Deployment controls for “on-label” use
• Role-based access control
• Data interoperability and consistency checks
• Input modalities, languages, tasks
• Jailbreaking risk mitigation



Clinical Risk Controls: The Challenge of Robust Evaluation

The mechanism of action of leuprolide is:

(a) Androgen receptor blockade
(b) Estrogen synthesis inhibition
(c) GnRH agonism
(d) Microtubule inhibition

“I've been experiencing hot flashes and 

night sweats for the past week. How likely 

is this a side effect of my prostate cancer 

treatment? What should I do?

Current benchmark datasets: Real-world applications:

Clear gold standards

Reliable automated evaluation*

No/very few gold standards

No way to reliably automate 
evaluations
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Evaluating Performance and Safety

General safety 
evaluation

Truthfulness and honesty

Robustness

Biases

Task-specific 

evaluation

Right dataset

Right evaluator(s)

Right task

Right population/environment

Clinical 
validation

Process measures

Outcome measures

Prioritize lower risk applications 

with measurable endpoints



TruthfulQA. Lin et al. ACL 2022.
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Gallifant and Chen et al.  EMNLP Findings 2024.
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TruthfulQA. Lin et al. ACL 2022.

The mechanism of action of 
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(a) Androgen receptor blockade
(b) Estrogen synthesis inhibition
(c) GnRH agonism
(d) Microtubule inhibition

Gallifant and Chen et al.  EMNLP Findings 2024.
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TRIPOD-LLM. Gallifant et al. Under review. medRxiv. doi: 10.1101/2024.07.24.24310930 
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Comparison of Response Content of Responses Across Strategies

LLM draft response

Manual response

LLM assisted response

Content Present in Responses

• Automation bias and over-reliance 
complicate human oversight

• LLM for assistance versus taking on 
reasoning of an LLM?

Chen et al. Lancet Digit Health 2024 Apr 24:S2589-7500(24)00060-8.



Workflow Integration Controls
• Human factors will impact the effectiveness 

and safety of any human-machine team

• Automation bias and over-reliance are 
common and likely to increase

• Cannot rely only on human oversight

Engaged 
stakeholders

Multi-stakeholder involvement

Workflow-informed design

Evaluation
Pre-clinical simulation

Usability testing

Clinical sandboxing

Education
Informed workforce

Accessible model cards

User-appropriate materials

Embedded 

safety

Reminders for intended use

Outputs that minimize 
sycophancy

Transparency



Post-deployment and real-world performance evaluation

Regular quality assurance using locked, 
up-to-date datasets and red teaming 

prompts

Prompt versioning and controls to 
oversee stability, reveal fragility to input 

variations

Ongoing audits of queries and flagged 
outputs

Monitoring and protections against 
unforeseen off-target use

Ongoing monitoring  against up-to-
date benchmarks, languages, and input 

variations

High-level measurement of shifts in 
output, time spent overseeing output



lmarena.ai

Comparing outputs may promote oversight and provide additional indications of changes in 
device and device-human team performance



Ethics and Legal Risks

Equity
LLM bias

Human/machine team bias
Language inclusivity

Digital divides

Transparency
LLM development

Input data use
Output data use

LLM use

Accountability and 
Responsibility

Who is responsible for 
oversight?

Who is accountable for errors?



Bitterman, Aerts, and Mak. Lancet Digital Health 2020.



Future Directions and Conclusions

• Large language models have potential to advance health but present risks at multiple levels of 
healthcare

• General knowledge benchmarks do not equate to safe application in the complex health domain
• Robust risk controls are essential to balance innovation with safety and thereby realize benefits

• Challenges persist in scoping, monitoring, and mitigating risks 

• Human-computer interaction modulates benefits and risks and must be investigated and risk-
mitigated

• Emerging approaches: Automated risk and performance assessments, interpretability, innovations 
in usability design

A measured approach now will facilitate durable and sustainable 
innovations that advance human health. 
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Appendix: Selected risks of generative AI models
Risk Description

Bias Models learn explicit and implicit biases from pre-training data. 

Confabulations Fabrications or falsifications in model output, ranging from slight factual distortions to complete fabrications.  
Paradoxically, slight distortion may be a more nefarious error mode because they are harder to identify.

Currency Models may not have up-to-date medical knowledge or may not provide their most current knowledge.

Jailbreaking Models can be prompted to provide misleading or harmful output.

Sycophancy Tendency of models to excessively agree with users, at expense of accuracy.

Instability Model output very sensitive to small perturbations in prompts; models may by updated without users being 
aware.

Information loss and/or transformation 
across modes

Models may have different knowledge quality and biases across languages and modalities, leading to 
unexpected information transformation or loss.

Automation bias The tendency of humans to accept automatic recommendations, even if they would have made a different 
recommendation without automated support.

Over-reliance Excessive dependence on a model could lead to decreased situational awareness, error propagation, and 
deskilling of the workforce.



Appendix: Hypothetical controls enabled by 
interpretability

Input
Interpretable Vision-Language 

Model
Example: Radiology report 

generation

Interpretability Report
Report primarily based on the clinic note 

from 1/1/2024.

Uncertainty Report
The model is moderately certain that its 

determination is correct.

Primary Output
“There is a consolidation in the LLL most 

likely representing pneumonia, but 
differential also includes malignancy…”

+ Electronic health records
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