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EXECUTIVE SUMMARY

Cybersecurity is among the top priorities of the U.S. Food and Drug Administration (FDA), and we take our responsibility
seriously to protect industry and public health information in today’s environment of increased cybersecurity threats. The
FDA Office of Digital Transformation (ODT) recognizes the risks associated with operating a global information technology
enterprise in support of our public health mission. ODT has developed this Cybersecurity Modernization Action Plan
(CMAP) to strengthen our ability to protect sensitive information, modernize cybersecurity capabilities, and improve
situational awareness to decrease overall security risks to the Agency.

As the nation’s regulatory organization for public health, the FDA plays a critical role in advancing medical innovation
based on sound science, data, and patient-centered approaches. Our global public health mission requires using
complex and real-time data to identify meaningful patterns, gain new insights, and inform regulatory decision-making.
The rapid pace of healthcare innovation coupled with exponential data growth is driving the Agency’s modernization
efforts to improve regulatory operations while at the same time establishing new pathways for exchanging data with
industry. This modernization includes bold new technological innovation approaches to leverage the power of real-world
data and evidence to accelerate regulatory decision-making and new product development. The FDA is also working to
harness the power of Artificial Intelligence (Al) to establish new cloud-based data lakes. These data lakes will provide
an elastic computational infrastructure, high-performance computing, and enhanced analytics capabilities for structured
and unstructured data. Among these advances are the modernization of cybersecurity capabilities and architectures that
proactively and comprehensively identify and mitigate risk. The use of innovative cybersecurity approaches to facilitate
secure data sharing and enable discovery is becoming increasingly necessary due to exponential increases in the
complexity of data in this new environment of misinformation, disinformation, and sophistication of cyber threat actors.

As outlined in the National Counterintelligence Strategy of the United States, threat actors have increasingly sophisticated
intelligence capabilities at their disposal, which they employ in new and evolving ways to target U.S. government entities,
global allies, academia, and the private sector. The global availability of technologies with intelligence applications

and the unauthorized disclosures of U.S. cyber tools have enabled a broader range of actors to obtain highly technical
capabilities previously possessed by well-financed nation-state intelligence services. At the same time, the proliferation of
technological advances in all sectors has led to increasing vulnerabilities available for exploitation. The FDA will continue
to focus resources to prevent, protect, detect, respond, and recover from these evolving risks by adopting advanced and
innovative tools and technologies while continuing to incorporate counterintelligence and insider risk principles into our
intelligence-driven approach.

FDA CYBERSECURITY MISSION AND STRATEGIC PRIORITIES

The mission of the FDA’'s Cybersecurity, Counterintelligence, and Insider Threat Program is to provide real-time
cybersecurity capabilities and risk management methodologies to protect sensitive data and information systems in
support of the FDA's public health mission. Our vision is to provide a best-in-class, intelligence-driven cybersecurity
program that directly supports the FDA’'s mission to protect and promote U.S. public health. As FDA’s cybersecurity
program remains progressively focused on enterprise-wide cyber defenses, our objectives will be achieved through and
guided by the continued advancement of our six Strategic Priorities, as outlined in FDA’'s Cybersecurity Strategic Plan
2022 - 2025:

Strategic Priorities
Priority 1: Data and Information Protection

Priority 2: Cybersecurity, Innovation, and Technology

Priority 3: Cyber, Threat, and Vulnerability Management

Priority 4: Cybersecurity Risk and Compliance

Priority 5: Customer Engagement and Cybersecurity Workforce Development
Priority 6: Counterintelligence and Insider Threat

The Office of Digital Transformation (ODT) will upgrade, enhance, and modernize our critical cyber defenses to address
the evolving threat landscape where risks to our critical assets, industry, and sensitive data remain moderately high.
For example, compared to pre-pandemic, FDA has experienced a 457% increase in reconnaissance activities, denial of
service, attempted exploitation, and other cyber incidents against the IT infrastructure.




In addition, Presidential Executive Order (EO) 14028, Improving the Nation’s Cybersecurity, issued May 2021,

directs agencies to modernize their cybersecurity capabilities. FDA is enhancing our cybersecurity protections by
implementing Zero Trust, secure cloud computing, multi-factor authentication, encryption, threat detection, vulnerability
management, and other cyber defense capabilities. The CMAP, Presidential Executive Order 14028 Improving the
Nation’s Cybersecurity, Office of Management and Budget OMB M-22-09 Moving the U.S. Government Toward Zero
Trust Cybersecurity Principles, and other cybersecurity initiatives align with the FDA’'s Cybersecurity Strategic Plan 2022-
2025. These efforts also support the FDA's Technology Modernization Action Plan, Data Modernization Action Plan, and
Enterprise Modernization Action Plan.

ODT has developed the FDA Zero Trust Cybersecurity Network Defense Implementation Plan that will serve as a
roadmap to effectively modernize and transition to a Zero Trust model. The plan outlines an incremental approach to
prioritize, initiate, execute, mature, and monitor progress as the Agency modernizes and deploys new digital services
and facilitates increased ecosystem interactions and data sharing across its global regulatory environment. Implementing
a Zero Trust cybersecurity model will support the Agency in building a modern security architecture to expedite digital
transformation.

ZERO TRUST CYBERSECURITY NETWORK DEFENSE IMPLEMENTATION PLAN: SUMMARY

The FDA Zero Trust Cybersecurity Network Defense Implementation Plan builds on the fundamental cybersecurity
concepts and technologies to attain an optimal maturity level. The plan includes upgrading, modernizing, and enhancing
our security and cyber defenses to address evolving threats, vulnerabilities, and risks to the FDA’s IT infrastructure and
sensitive data.

To execute our plan, we developed the Zero Trust Cybersecurity Network Defense Implementation Initiative to align our
current and future cybersecurity capabilities to establish a modern security architecture and facilitate enterprise-wide
adoption of a comprehensive Zero Trust framework. The initiative includes three key areas: Initiative Coordination and
Oversight, Primary Pillars, and Support Pillars. The FDA will apply subject matter expertise, coordination, and oversight
resources to each of these activities to successfully implement our Zero Trust objectives.
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PILLARS OF ZERO TRUST

Pillar 1: Identity. Implement strong Identity Credential and Access Management tools, principles, and multi-factor
authentication to safeguard against identity spoofing, phishing, and unauthorized attempts to access our environments.

Pillar 2: Device. Implement technical capabilities to protect laptops, workstations, servers, smartphones, and tablets.
Implement device inventory monitoring, dashboards, and endpoint detection and response for tracking purposes.

Pillar 3. Network Environment. Implement and modernize network security. Continue to reduce the potential attack
surface and implement Software Defined Networks, modern cloud connections, network segmentation, and Secure
Access Service Edge services.

Pillar 4: Application Workload. Enhance system and application monitoring capabilities to detect cyber threats and
network and system outages. Secure applications using a model of never-trust and always-verify. Continue to advance
cloud access security broker, adapt DevSecOps and threat intelligence capabilities to rigorously scan for security gaps
and compliance with FISMA, FedRAMP, HHS, and other security requirements.

Pillar 5: Data. Safeguard FDA information against unauthorized disclosure, access, or misuse. Protect and encrypt data
in transit and at rest. Enhance FDA's Data Loss Prevention capabilities to prevent exfiltration of sensitive data and enable
and promote data sharing and collaboration.

Support Pillar 1: Visibility and Analytics. Provide visibility and data analytics for near real-time monitoring, searching,
analyzing, and logging capabilities by utilizing FDA’'s next-generation Cybersecurity Platform. The platform integrates
threat intelligence feeds with immersive dashboards and advanced analytical engines that, combined with real-time and
historical data correlation services, make it possible to proactively and efficiently identify and respond to cybersecurity
anomalies.




Support Pillar 2: Automation and Orchestration. Automate cybersecurity and network infrastructure events and

transform them into actionable intelligence and supports secure workload automation enhancement through FDA’s
Cybersecurity Platform. Automation and orchestration refer to the programming that enables analysts to respond to
threats from malicious actors promptly and allows them to focus their attention on cases rather than tasks.

Support Pillar 3: Governance. Provide governance support and enterprise alignment for FDA’'s Zero Trust activities
through the FDA Cyber and Data Security Advisory Committee/Subcommittee and Technology Council under the
guidance of the HHS CISO Council and other federal government security requirements. The FDA’'s Zero Trust approach
aligns with our Cybersecurity Strategic Plan 2022- 2025, the NIST Special Publication 800-207, Zero Trust Architecture,
Cybersecurity Framework, Risk Management Framework, and the Cybersecurity and Infrastructure Security Agency’s
(CISA) Zero Trust Maturity Model.

FDA will measure progress and level of maturity using an FDA Zero Trust Scorecard based on criteria defined in the CISA
Zero Trust Maturity Model outlined below:

Traditional. Manual configurations and assignment of attributes, static security policies, pillar-level solutions with coarse
dependencies on external systems, least-function established at provisioning, proprietary and inflexible pillars of policy
enforcement, manual incident response, and mitigation deployment.

Advanced. Some cross-pillar coordination, centralized visibility, centralized identity control, policy enforcement based on
cross-pillar inputs and outputs, some incident response to pre-defined mitigations, increased detail in dependencies with
external systems, and some least-privilege changes based on posture assessments.

Optimal. Fully automated assigning of attributes to assets and resources, dynamic policies based on automated/observed
triggers, assets with self-enumerating dependencies for dynamic least privilege access, alignment with open standards for
cross-pillar interoperability and centralized visibility with historical functionality for point-in-time recollection.




CYBERSECURITY, INNOVATION, AND TECHNOLOGY

ODT has prioritized cybersecurity innovation and modernization to formalize our commitment to technology and catalyze
change to advance the mission of the FDA. Through the application of innovation management frameworks, we will
identify, prioritize, and validate cybersecurity governance, standards, and solutions to support the secure adoption of
emerging technologies such as Zero Trust and digital transformation across the Agency. These activities will drive and
inform FDA’'s ongoing modernization efforts. We will continue to migrate to innovative tools and technologies like machine
learning, Al, data sharing, collaboration platforms, and high-performance computing to advance FDA's public health
mission. Innovation and emerging technologies underpin the advancement of patient-centered and real-world evidence-
based regulatory operations.

Key Cybersecurity Modernization Actions

+ Establish a comprehensive Zero Trust approach to facilitate new digital services and modernization efforts

* Promote software assurance best practices to include security measures at every stage of the development
lifecycle

+ Enhance interoperable and secure data exchange and collaboration across FDA and its public health partners

* Leverage Atrtificial Intelligence/Machine Learning (Al/ML) technologies to enhance cyber detection and
response capabilities

+ Integrate counterintelligence and insider risk principles with the Zero Trust model to enable an intelligence-
driven approach

* Prioritize and invest in FDA’s cybersecurity workforce

As the cyber threat landscape evolves globally, threat actors present ever-changing challenges. FDA will modernize
our cyber defenses and continue to invest in and prioritize our cybersecurity workforce to meet current and future
cybersecurity needs. Our workforce activities will focus on adopting new processes and technologies to create a highly
skilled workforce.

As a “mission first, people always” organization, we will sustain the professional development and skills across

our program and have aligned our cyber workforce objectives with Presidential Executive Order 13870 America’s
Cybersecurity Workforce. These efforts also align with the NIST National Initiative for Cybersecurity Education (NICE),
targeting skillsets necessary for cyber innovation. Our Cybersecurity, Counterintelligence, and Insider Threat Program will
enhance recruitment, hiring, and retention plans to meet our next-generation cyber needs and modernization objectives.

CONCLUSION

This CMAP outlines an approach to attain an optimal maturity level by modernizing and enhancing our security and cyber
defenses to address evolving cyber threats, vulnerabilities, and risks to the FDA's IT infrastructure and sensitive data.

Our future vision is a highly skilled cyber workforce that leverages state-of-the-art technologies and advanced processes
to address the challenges of a highly evolving threat landscape. Adopting this Zero Trust approach will serve as an added
layer of protection to the FDA's digital environment. It will create opportunities for enhancements across the enterprise
resulting in specific improvements, including but not limited to the following:

* Improved Customer Experience

* Increased Performance

* Enbhanced Visibility and Situational Awareness
* Enhanced Threat Protections

* Reduced Latency and Speed to the Cloud

Strengthening FDA's network environment, identity capabilities, and data protections are critical as the Agency continues
to modernize and deploy new digital services and facilitate more seamless data sharing across its global regulatory
environment. Our CMAP will support the Agency in building a modern security architecture that will expedite digital
transformation and directly support FDA’'s mission to protect and promote U.S. public health.
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