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Introduction

The health care industry has recognized for at least the past 15 years that it lags behind most industries in adopting information technology. We have seen information technology improve productivity and efficiency and lower costs in industries as diverse as banking, insurance, grocery stores, reservations and ticketing, publishing, and manufacturing. We also recognize that improved health care quality and reduced costs are dependent on increased use of information technology.  The Administrative Simplification provisions of the Health Insurance Portability and Accountability Act (HIPAA) were the result of heavy industry lobbying. They are industry-driven requirements designed to help address one of the leading barriers to broad adoption of information technology: standards.  

Congress enacted HIPAA in 1996 and we are just now seeing the implementation of the initial standards for Privacy and Transactions.  With the implementation deadline for Privacy having just passed, and the Transaction deadline looming, it has become clear that the standards process and what it takes to actually implement standards is far more complicated than any of its proponents appreciated back in 1996. It is unclear what will happen in October, when the transaction standards are scheduled to be fully implemented.  It is clear that these problems will only be more complicated for clinical standards. If the industry does not try to anticipate the problems, we run the risk of complicating rather than streamlining health information exchange.

This paper will explore some of the critical issues facing implementation of the HIPAA administrative standards and briefly describe the variety of clinical standards being developed. The recently proposed bar coding drug product rule is used as an example of how some of the nascent clinical standards efforts could make similar mistakes. The discussion ends with recommendations on how to anticipate and address some of the critical issues that are likely to arise when developing health information standards. 

The term “industry” or “health care industry” is used throughout the paper.  This reference is intended to be comprehensive and includes: large and small entities; health plans; health care providers, including physicians, institutions (hospitals, nursing homes, mental health facilities etc.), ancillary providers, pharmaceutical companies and device manufacturers; and private and public organizations, including the Federal regulators that are often the drivers for standard setting and adoption. The term “transaction standard” is used to mean the HIPAA content and format standards for electronic transmission of administrative health care data.

Transaction Standards Trials and Tribulations

Industry consensus standards – Which organizations really participate? How can it be more representative of the full spectrum of affected organizations?

A final rule for the transaction standards was first published in August of 2000 and has since been revised several times through rulemaking, technical corrections and revisions to the implementation guidance, most recently on February 20, 2003 prior to the October 16, 2003 deadline for implementation.  The changes reflect two important facts. First, many industry segments were not represented in the standards process. Second, until organizations start trying to implement standards, they cannot fully comprehend what is needed for a viable standard. 

It has been clear from the ANSI X12N committee discussions and participation that certain segments of the industry did not participate until very late in the process.  For example, state government organizations, in particular state Medicaid programs, came very late to the process with a substantial set of codes needed for unique aspects of their programs.  Similar problems occurred for smaller or ancillary providers such as long-term care and mental health.  It is still unclear that small physician practices have an adequate voice and they tend to be reliant on the voices of the vendors serving the community rather than the providers themselves because few, if any, can afford the time to participate or have the technical knowledge to understand the practical and business considerations that should go into the development and implementation of an industry information standard. 

No standard is an island

As standards continue to emerge for various components of the healthcare industry, it is important to recognize that they overlap and need to interact.  The transaction standards already include a distinct standard with the NCPDP claim and are attempting to do the same with the HL7 claims attachment standard. There is a benefit for standard setting processes to look across all of the standards and avoid inconsistencies, but it is not clear that such a cross-cutting mechanism exists. The removal of the NDC requirement for providers other than pharmacies is an example of where additional coordination may have been appropriate. The viability of the HL7 message in the claims attachment, traditionally a clinical standard, will be another critical test. The NCVHS’ call for an open meta-data registry underscores this concern. 

IT infrastructure and standards are not fully analogous to highways or electrical standards

The development of standards is a recognized way to improve transaction and production efficiency, and enhance effectiveness.  Standards have been developed in many different industries, such as highway transportation and electrical building codes.  These standards allow for the more efficient transportation of people and goods, and improve the safety and quality of electrical systems in our buildings.  The standards in these industries are relatively static and have changed little since the advent of the automobile and electricity in the early 20th Century. The National Health Information Infrastructure is often characterized as an information highway, but this analogy can be misleading.

It is important to remember that information standards have two components: the content and the format.  Both continue to evolve as technology advances and our health care knowledge expands. In health care, core content or baseline content, such as medical measurements for blood components or common symptoms and diagnoses, will stay relatively static but the analysis and meaning of the data will continue to grow and change. IT formatting (e.g., tape, disk, & CD) has proven to have full replacement cycles in a very short time period, and standards will be challenged to facilitate interoperability while not freezing the industry into a limited technology environment.  For example, HIPAA administrative transactions are based on an old EDI batch transaction model, however the healthcare industry is aggressively adopting interactive real-time transactions. Consideration of a corresponding format standard for the Internet rather than just the batch transaction may have avoided further interoperability issues. Having a standards process that can help facilitate and anticipate the needed technology evolution is an important unmet challenge.

Development of standards is only the beginning – How can the industry adequately anticipate the complexities of implementation?

As mentioned above, one of the limitations of the HIPAA standards-setting process is a partial view of what it really takes to implement.  A recognized problem in health care is the lack of interoperability among systems and applications within each healthcare organization, let alone across organizations.  One perspective on these internal challenges can be that “it is the problem of each organization” to find solutions. However, this view ignores the real barriers to adoption and will cause us to continue to underestimate the cost and feasibility of standards implementation.

The initial implementation of the administrative transactions demonstrated these complexities in both the provider and plan settings. The reality of taking the standard transaction content and linking it to the existing legacy systems and applications was much more difficult than the initial idea of “wrapper” or “gateway” solutions would have lead us to believe.

The implementation complexities compound the limitations to standards adoption discussed above and require some proactive consideration on the part of the industry regarding how we might recognize and build the realities of implementation into both the standards development and adoption processes.

The IT industry, is it friend or foe of the standards process?
Information technology companies and the products and services they create can either be supportive of standards or in conflict with the effective development and implementation of standards. As a general matter, IT companies strongly support standards that they can use in their product specifications and that, in turn, enhance the utility and marketability of their products.  However, once systems and applications have a market base, vendors tend to try to differentiate and customize the product in a manner that creates both loyalty and dependency, often in direct response to their customers’ demands. Vendors may also be less supportive of standardized environment because many IT companies are both product and services companies. The IT services component of a company can generate substantial and highly profitable revenue in the continued adaptation and integration of existing heavily customized health care environments. This adaptation and integration may be necessary to meet standards that have not anticipated the complexities of the implementation environment.

How can the health care industry and the IT industry work together to help create standards that support streamlined costs and a robust health IT industry?

Mandating standards – Be careful what you ask for. If the industry needs more of an incentive to adopt standards, how can we create a process that will phase in implementation in a cost-effective manner?

As the transaction standards deadline approaches, it is clear that the industry will be heavily challenged to adopt just one of the standards (claims transactions) let alone the other six standard transactions.  Many organizations will not be prepared to use the standard transactions by the deadline, which will, at a minimum, cause dual processing of transactions and could cause substantial disruption in the healthcare administration. It is also clear that there needs to be transition time that recognizes the realities of testing, phased implementation, and making processes fully operational.  How is this transition period best used? What kinds of incentives can be used to ensure everyone adopts the standards and reaps the rewards? 

Infrastructure considerations have both an internal and external component.  Have we as an industry adequately considered both?

The above-mentioned issues regarding internal interoperability highlight some of the internal infrastructure issues.  Internal formatting and communication issues further complicate internal content issues.  External interoperability is partially solved by the content and format standards, but the lack of communication and encryption standards result in continued costs and complexity.

The HIPAA security standards begin to address some of the requisite external communication questions, but stop short with respect to external interoperability. Due to the need for enhanced security, healthcare interactions will likely end up in two different situations. First, we could wind up with a cacophony of point-to-point “private” connections that further reduce interoperability, i.e., plans, providers and clearinghouses all opting for VPNs as the means for a secure connection.  Second, we could wind up navigating the variety of encryption standards for the Internet for which the final security rule provided no standardization.
  
In addition to technical infrastructure, there is a policy infrastructure that can further complicate the implementation task. We are seeing this to some degree in the variety of companion guides that the plans are establishing.  It is more prominent in the context of privacy where agency, state and Federal policies can be extremely difficult to navigate in a rationale manner.

Cost of implementation – Even if there are quantifiable benefits and savings, the up-front costs are substantial, particularly in a sluggish economy with other pressures on health care costs.  How can the investment costs be made more bearable?

The costs of the HIPAA transaction standards, as estimated by HHS, were expected to be $6.8 billion in the first 3 years and would begin to be offset in the third year with savings estimated to total $25.6 billion over 10 years. As with most projections on regulatory costs, chances are the costs are underestimated.  Privacy costs to health care small business entities are estimated to be $11 billion over 10 years, with estimated $1 billion ongoing annual costs.  The expectation is that the savings from transactions will more than offset all costs of administrative simplification: transactions, privacy and security.

Some 82.6% of the 1997 count of 562,916 total health care establishments are considered small businesses under the Small Business Administration’s definition.  Although larger organizations will bear proportional costs, this leaves a very large burden on the industry at a time when the economy and reimbursement rates continue to reduce revenue.

No funding was ever appropriated for HIPAA implementation. This lack of funding caused many organizations to look for ways to minimize costs in the short term by focusing on compliance rather than long-term adoption strategies that could alleviate some of the internal interoperability complications.

Emerging Clinical Standards

The mantra for the health care industry -- quality, access and reduced cost, continues with renewed emphasis as health care cost increases return to double-digit growth. The following top initiatives for health care all have a common critical success factor:

· Evidence-based medicine 

· Quality monitoring and improvement 

· Timely population-based health information 

· Bio-terrorism and disease surveillance

· Reduced medical errors

· Reduced administrative and delivery costs

· Streamlined clinical trials and cost-effective phase 4 trials

· Adverse reactions and post-marketing drug surveillance

Without a standardized infrastructure they will only be achieved in limited, costly, and time-consuming ways. The push for clinical standards is increasing due to these initiatives. Many of us in the industry feel standardization is long overdue.  If, however, the standards efforts are each pursued independently and do not take into account the challenges we have experienced in the administrative standards implementation, we may be destined to fail and add more costs and burdens to the system.

The following leading standards initiatives are all underway:

· Mandatory bar coding

· The Federal e-Gov Health Information Exchange Standards (includes 5 distinct sets of standards)

· The National Electronic Disease Surveillance System

· Electronic Prescribing

· Electronic Medical Record standards

All of these have laudable goals, but will conflict with each other along with facing the challenges of standards development and adoption if we don’t reassess the standards approach.  The discussion below uses the bar coding initiative as an example of how some of these considerations could have a dramatic impact. 

Background on Mandatory Bar Coding

· The FDA just published mandatory bar coding on all drug products for which it has regulatory control including blood and blood products and biologics (unless they are a device), regardless of the sizing of the package. The coding content will be the NDC code, and the bar code will meet the Uniform code council standards.  The mandate applies to manufacturers, repackers, relabelers, and private label distributors.

· The proposal is intended to “help reduce the number of medication errors in hospitals and other health care settings by allowing health care professionals to use bar code scanning equipment to verify that the right drug is being given to the right patient at the right time.”

· The proposal does not mandate a specific bar code, i.e., a particular symbology, but does require bar coding versus other machine readable or automatic identifier technology such as radio frequency identification

· The rule proposes a 3-year implementation time period.

· The standard does not anticipate additional information beyond the NDC for Rx drugs and OTC drugs even though the value of the coding is in linking information for purposes of more accurate treatment, tracking, billing, management and reduced fraud

· The standard does not require scanning on the part of the providers, but is expected to facilitate the adoption of scanning technology in approximately 10 rather than 20 years without mandatory coding. 

Likely challenges based on the HIPAA experience

Consensus standards

The NDC coding is an industry standard commonly used in the pharmacy arena, but not broadly accepted by physicians and health care institutions. The latest changes in the NCPDP claims transaction was to not require the NDC code because the cost was too high for physicians and institutions. 

No standard is an island

The administrative standards are already demonstrating that the NDC coding does not readily integrate with other common coding practices. It is not clear how this bar code will support or hinder other standards efforts. Although it will reinforce what the pharmacies have been relying on, does it support the primary target of hospital in-patient care? The rationale for dropping the NDC drug code set in the preamble of the latest modifications to the administrative transactions raises serious doubts:

“ (In addition to the other issues discussed in the preamble) concerns expressed during that meeting (NCVHS 2-1-01) included the burden of training additional ancillary staff to use the NDC and the potential for increases in medical errors when new system interfaces for drug dispensing systems are created. *** The NCVHS explained that it believes that no drug coding system in existence today meets all the needs of the health care industry. A future coding system that could be used effectively and efficiently for drug inventory, pharmacy transactions, patient care, billing arenas, and ensuring patient safety would be the best answer to this problem, ...”

Does the standard account for or anticipate change

To avoid freezing technology, the proposal maintains flexibility by not specifying the type of bar coding. However, it is adopting bar coding technology that is recognized as having content limits that may not readily handle certain information that is already known to be useful for broader purposes, i.e., lot number and expiration date.

Anticipating implementation

Implementation considerations appear to stop at the point at which the coding is added rather than the ultimate uses of the coding. There is no phase-in process that focuses on where risks are greatest and where benefits would warrant costs. If the ultimate vision of bar coding is linking across coding for patients, providers and the drugs, then is the content and format appropriate?  Given the potential multiple uses of the code, should the implementation be phased in according to expected benefits.  Could OTC wait, or target only OTC drugs that are linked to allergies and adverse reactions due to drug combinations? Are there types of drugs or segments of the drug industry that should be first up?  Are there provider environments that should be targeted along with the types of drugs most prone to errors? Even though the intended implementation of the coding is not mandated, should there be a means to validate the utility of the NDC code for this purpose?

IT Industry role

There are a growing number of companies that are specializing in bar coding for the health care industry. The author does not know to what extent, if any, they have heavily customized their products.  The FDA proposal is counting on the ability of scanners to read different linear bar codes by the time the final rule is implemented. It also recognizes that the rule does not address computer software needed to process the bar code or compare it against patient information.  It is in these areas that the selection of the NDC code may confront differentiation and customization issues and raise implementation issues that need to be addressed prior to adopting the standard.

Phasing in the mandate?

As a labeling rule, the bar coding requirement, in essence, only takes on one side of the transaction. It may, in turn, fail to address the standardization of the receiving side of the standard, i.e., the scanning and subsequent use, perpetuating the communications and interoperability issues. In addition, the rule fails to address the multitude of bar codes and the extent to which an approach has to accommodate the breadth of codes or perhaps the breadth of content that a code might need to support.

Infrastructure considerations

Again, the focus of the rule is primarily on the use of coding on the products versus the infrastructure in which the bar code or some other technology might be used.  The flexibility provided by the lack of specificity is recognized as a balance between providing adequate certainty to encourage investment in scanning technology without creating barriers to innovation.  In addition to standard communication questions, the overall question of what barriers exist to integrating scanning technologies into internal and external infrastructures may warrant analysis. 

Cost considerations
The regulatory impact analysis for the bar coding rule seems to explore the cost implications in the “labeling” component of the regulation in reasonable detail.  However, there is little analysis of the implementation costs on the provider adoption end other than to estimate that the speed of adoption will in essence double from a benefit stand point and that hospitals that have independently chosen to add bar coding will see reduced costs and fewer errors in labeling.  Arguably, the absence of a mandate on hospitals to adopt scanning capabilities is also a cost consideration (along with a possible jurisdiction question from an FDA stand point).

Differences between Bar Coding and HIPAA

The Bar Coding rule is purposefully less comprehensive. This may be viewed as good or bad depending upon the likely benefits and the extent to which the industry will voluntarily adopt scanning technology to reduce drug related errors. Voluntary adoption is directly related to the costs and benefits to the affected institution and will in turn be dependent on how readily the selected standard can be implemented in light of all the issues discussed above.

It is possible that only mandating half of the equation gives the industry the needed flexibility to adapt the standard to their unique environment.  However, some would argue that this in turn fails to take on enough of the standardization issues highlighted in the decision to not require the NDC code for provider and institutional claims.

Can the industry continue to move forward in the face of these challenges?

Given the enormous benefits at risk if we do not move forward, there is little choice, but to continue the drive toward standardization. Our experience with Administrative standards should, however, inform the process and results of our future efforts.  Although there is no one right answer, there appear to be a few critical starting points:

Anticipate the complexity

Take these issues into account from the start of each standards initiative. Evaluate to what extent these issues are at play and if there are means to address the issues without overwhelming the process and ending up at a stand still. 

Broaden Industry Representation

Create mechanisms, including funding schemes, to bring more players to the table, If we know certain segments of the market are not represented and are a critical component of the intended adoption, we need to develop ways to gain their input.

Add Implementation and Testing to the Development

Build an implementation component into the processes. Recognizing that the standards have not been broadly tested and evaluated in the extensive variety of health care settings argues for an adoption process that recognizes this fact along with a means to engage in more implementation analysis. In addition to standards bodies, perhaps we need implementation work groups that help define the current implementation environment and anticipate and perhaps even test some of the implementation options. These work groups may need to be industry segment specific, at least for size and scope, and our current experience argues for organization type and specialty too.  Work groups should have both Industry and IT representatives. Proof of concept implementation and early testing needs to occur in a more representative set of environments.

We will never be able to capture the full complexity of every institutions environment, but we should be able to identify common architectures, systems and applications that will logically link to the core component being addressed.  If these types of work groups operate in parallel with the standards bodies and provide feedback on the limitations of the proposed standards, we will all be better off.  This type of work group is more difficult to maintain because it needs to consist of operational experts.  Industry and government will need to support these work groups with staffing and funding, particularly to ensure the participation of small and ancillary providers 
Define Implementation Phases

Implementation of standards needs to be done in manageable phases that take into account transition needs, the complexity of the adopting environment and the benefits and costs of implementation.  However, the transition to standards cannot be so drawn out that it results in a mandate to maintain dual systems throughout the industry.  The industry should conduct an early evaluation of ways to phase in the standards and segment the industry adoption with the help of the implementation work groups.  

Coordination Structure

It also appears that we need some enhanced coordination across the multitude of industry and government health care standards and adoption activities that is more operationally focused.  It is difficult to determine how this could occur without creating another layer and without forcing further delays.  Is it a government role, a private sector role or some combination?  Should it be a formal institution with recognized expertise and authority? How do we build on existing industry organizations and structures (e.g., NCVHS, e-HI, NAHIT, HIMSS, existing standards bodies, and regional cross cutting organizations)?  Creating this type of entity is probably premature until we gain a better understanding of some viable approaches to the challenges ahead.

Conclusion

Health information standards are a critical foundation for addressing our nation’s greatest health care concerns including: medical errors, SARS, and bioterrorism to name a few.  Before we let the well-intended call to action proliferate into competing and limited approaches to standards, we would do well to consider what has and has not worked for the HIPAA administrative transactions. Otherwise, we will be fated to repeat the same mistakes.
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� 45 CFR Part 160 and 162 Administrative Requirements Initial transaction standards include: 


Code Sets (Clinical codes include: ICD-9-CM, HCPCS and CPT-4 and NDC)


Health Care Claims or Equivalent Encounter Information 


Eligibility for a Health Plan


Referral Certification and Authorization


Health Care Claim Status


Enrollment and Disenrollment in a Health Plan


Health Care Payment and Remittance Advice


Health Plan Premium Payment


All of the above are ANSI X12 batch standards except the drug claim that is an NCPDP batch standard. Non-batch format transactions can be used for direct data entry as long as the standard content is maintained.


� See Standardizing Communication and Encryption in the HIPAA Environment by Daniel I Kazzaz for more information on communication barriers.





©Koss on Care, L.L.C.




