@ﬁ\ U.S. Food and Drug Administration FDA Basics

Protecting and Promoting Your Health

Buyer Beware - The Risks and Dangers of
Purchasing Drugs Online

Special Agent Daniel Burke
Senior Operations Manager for Cybercrime Investigations
Office of Criminal Investigations




m U.S. Food and Drug Administration FDA Basics

Protecting and Promoting Your Health

Objectives

e Understand the mission of and activities of the Office of
Criminal Investigations.

e Educate consumers about the true nature of many online
pharmacy operations.

e Detail recent criminal investigations and enforcement actions
involving illegal online pharmacies.

 Understand how FDA is leveraging global law enforcement
partnerships in the fight against counterfeit drugs.

e Advise consumers on what to do if they suspect they have
received a counterfeit or substandard drug.
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Office of Criminal Investigations

« Established in March 1992
* Increased criminal violations U.S. Food, Drug and
Cosmetic Act.
« Approximately 200 Special Agents
» Average Federal Law Enforcement Experience 12-1/2 years
e Training
* Primary Criminal Investigator Training
« OCI Special Agent Training Program
« FDA Food and Drug Law Course
» Select Continuing Education Programs:
» Cybercrime Investigations
 Computer Forensics
* Financial / Asset Forfeiture Investigation
* Polygraph
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General Areas of Enforcement

« Counterfeit/unapproved drugs, vaccines, medical devices,
tobacco.

 Pharmaceutical or medical device cargo theft.

« Prescription Drug Marketing Act violations.

 lllegal diversion of pharmaceuticals and other regulated
products.

* Product tampering & product substitution crimes.

e Health fraud.

« Treatments/cures/devices

» Application and clinical investigator fraud.

« Safety/integrity of the nation’s blood supply.

« Adulteration and/or misbranding of food.

» Internet facilitated crimes involving FDA regulated products.

 lllegal importation of FDA regulated products.

« Off-label promotion of drugs and devices.



m U.S. Food and Drug Administration FDA Basics

Protecting and Promoting Your Health
Enforcement Statistics

e From 2009-2012, OCI Investigations resulted
N :

— 1,259 Arrests
— 1,274 Convictions
— $10.6 Billion in Fines and Restitution
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Internet Pharmacies

* Pharmacies regulated by the states.

e Federal statues involving drug distribution in
Interstate commerce:

— Ryan Haight Online Pharmacy Consumer
Protection Act of 2008.

— Food, Drug and Cosmetic Act.
— Fraud and smuggling statutes
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Internet Pharmacies

e NABP: January 2013 report shows 97% of
10,000+ Web sites analyzed operate out of
compliance with U.S. pharmacy laws.

— V.I.P.P.S. Program
— .PHARMACY gTLD Proposal

e Center for Safe Internet Pharmacies
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International Collaboration

* Permanent Forum on International
Pharmaceutical Crime

e nterpol
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Office of Criminal Investigation Case Example

Counterfeit Alli® Investigation
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Initial Complaint

e Reported to FDA-OCI on January
12, 2010

e Contained Sibutramine
 eBay, Amazon and other online

sellers
V @GlaxoSmithKline

Alli Counterfeit
Summary of Initial Investigation

Voluntary Report of Suspected Counterfeit to
FDA Office of Criminal Investigation

January 12, 2010 /
10
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Alli® Counterfeit Complaint

REFILL PACK

alli

all1

Orlistat 60mg Capsules
Weight Loss Aid

Authentic Alli Sample Counterfeit Alli Sample
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Alli® Counterfeit - Carton

Authentic Alli Sample

Counterfeit Alli Sample

11-
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Alli® Counterfeit — Comparison of Bottle
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Counterfeit Alli Sample Authentic Alli Sample
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Alli® Counterfeit — Seal

Authentic Alli Sample Counterfeit Alli Sample
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Alli® Counterfeit - Capsule

Counterfeit Alli Sample Authentic Alli Sample
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Alli® Counterfeit Complaint — Capsule
Content

Authentic Alli Sample Counterfeit Alli Sample
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Public Communication

FDA NEWS RELEASE

For Immediate Release: January 13, 20710

Media Inquiries: Tom Gasparali, 301-796-4737, thomas.gasparoli@fda.hhs.gov
Consumer Inquiries: 3583-INFO-FDA

FDA Wamns Consumers about Counterfeit Alli
The counterfeit products contain controlled substance sibutramine

The L.5. Food and Drug Administration is today warning consumers about a counterfei

UPDATED Public Health Alert: Counterfeit Alli containing
sibutramine

112312010
The U.3. Food and Drug Administration (FDA) is updating its warning to the public about a couw
of Alli G0 mg capsules (120 count refill pack) being sold over the internet, particularly at anline :

17
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Public Response

* Flood of consumer complaints

* One consumer suffered a mild stroke after
ingesting the counterfeit Alli®.

 Many others experienced adverse reactions
consistent with Sibutramine.

e Victims interviewed by OCI

18
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Industry Action

 Cooperation with eBay, Amazon and other

B2C websites.

e GSK Security
amazZoncom
\_—;’7

19
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Criminal Investigation

OCI Investigation identified Chinese Source of
Supply

ldentification of “Tom” via internet
communication.

Undercover Operation
International Cooperation

20



m U.S. Food and Drug Administration FDA Basics

= Protecting and Promoting Your Health

Criminal Investigation

e Shengyang Zhou, of Kunming, Yunnan, China
e Arrested March 23, 2010

e Guilty: trafficking and attempting to traffic in
counterfeit goods.

— 87 months (over 7 years) in federal prison

— restitution totaling $504,815.39 * \&,\Qe«%
A
co
e
N
e
. eﬁew
Q‘O\“ 6@3{9

&cﬁ% U.S. District Court for the District of Colorado 21
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Office of Criminal Investigations Case Example

Newpharm.net
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Customs and Border Protection Seizures

e Referral to OCI

e Joint Investigation with
CE and the U.S. Postal
nspection Service

[ &




\ U.S. Food and Drug Administration FDA Basics

= Protecting and Promoting Your Health

Criminal Investigation

e |dentification of U.S. drop shippers
* |dentification of websites

A Newpharm.net - order viagra, order cialis, order lavitra. - Microsoft Internet Explorer

File Edk View Favorites Tools  Help

@Back - @ E @ :h psearch *Favorltes « &%- :; ™| I_J o
iddress ‘a hittp:{wwv newpharm. netfindex. s "‘ Go | Links >

Google |Gl» newpham Gooid & B v ¥ bookmarksv Shizblocked % Check » 4y Autolink » ] AutoFil e Sendtow 4 () settingsw &) -

NewPharm.Net

discreet, fast & ez

Call us Toll Free 1 877 747 6229 Mon - Fri 9am - 5pm EST.

¥ FREE Shipping

100m

v No waiting rooms
VIAGRA
ildenafil citrate)ua X Vv Discreet packaging
s0ma 3 5
50my g0 @ : ¥ Free docior consultation
¥ No embarrassment

sildenafil citrate)

v Everyday lowest price

Cialis. Welcome
Welcome to MewPharm. Met!
n The online prescription medication store you can trust

Finally, order prescription medication from the comfort of your own home.
LEVITRA Take advantage of our [ow prices online, avoid waiting rooms and have your preferred
prescription drugs deliversd right to your home or ofice. We offer free 5%-15% additional pills
on all refills, o we are here to make sure that you will get the best possible senice online!
Just selectthe product to the left to get started!

&] Done & Intemet
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Criminal Investigation

e Drug Supplier located in China
 Website Operators located in Israel
e Customer Service located in the Philippines

e Banking/Money Laundering in Cyprus and

Seychelles.
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Joint Investigation with Hong Kong
Customs and Excise
* Drug Supplier
e Arrest of Jian Qiang Xu
e Prosecution in China

AL VETRO

‘Key player’ in ,
fake-drugs D |
ring busted  ZZa8 - S

s [
Tha  Preckenone, el

0 0 e b o U2 s e b of Dl L0 24
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Joint Investigation with Israeli Police

 Website Operators

— Moshe Dahan:
* Probation in Israel
e S50,000 forfeiture

— Benny Carmi:

10 months in prison in U.S
e $85,000 forfeiture

U.S. District Court for the Eastern District of Missouri
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Office of Criminal Investigations Case Example

Allmedspharmacy.net
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Website Hosted in the U.S.

e Variety of suspected .
counterfeit, e ——

_Top Salters S Welcome to AllMedsPharmacy.net

Adivan Your Reliable Source for Prescription Drugs Without
Arthritis Prescription

unapproved, =

fontact Us | About Us | My account

Valld until: 11/15/2007

: Generie 32.5 - 325mg Buy
Nexum Cormicum Brand  7.5mg Buy |
Darmicum HMogadon Brand Smg Buy
M

oskdzn Hanax Generlc 1mg Buy

L
Ambien
Muscle relaxant All Meds Pharmacy Is an
Soma Inmternational Online Pharmacy.
Other Our International Pharmacy offers

Zyban a large selaction of brand and
Pain relief generic prescription drugs. Al
Darvocet prescription drugs can be
Celebrex obtained in our online pharmacy
ultram Without Prescription although
Walght loss we do recommend you consult &

controlled substances. ==, =200 Yo

Membership Fees o any other

m‘, hidden fees. There are no

Men's Health APPAINIMAENtS or smMbarrassments

Cinlis at our online International
pharmacy.

Propecia
All the prescription drugs offered i our !mmrmll\and Fharmacy are obtaned Ul'!l:llr from

(o . 7 Yitach
—" licensed and ‘we guarantee
. the highest quality of the prescription drugs at the lowest price.
° Order Processing:
Orders arw raviewed by a Risk Asseszment Team. Normally orders are reviewed and approved

within 24h (excopt woekends and holidays). If requiced, a team member will call y

Shipping:
Once the arder is approved, it will be shipped by our Logistics Team. We ship to most countries.
Wa ship from Pakictan.

Orders are chippad by International Sdral WAty airiiad, dalivacy In genarasy 10-14 duye. via
allow 8 delivery tinve of max, 30 day:

* Drugs sourced from e
Pakistan
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Criminal Investigation
 Confirmed counterfeit, unapproved,
misbranded and controlled substances.

e |dentification of website operator Manuel
Calvelo in Costa Rica

e Undercover Investigation

* International Cooperation

— Costa Rica Judicial Investigation Agency (OlJ),
— Interpol
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Extradition and Conviction

Smuggling charges dropped
November 2010 — Extradited from Costa Rica
February 2011 — Pleaded guilty

— Drug counterfeiting and distribution of a
controlled substance

May 2011 — Sentenced to 4 years in federal
prison

U.S. District Court for the District of Kansas
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BeSafeRx: Know Your Online Pharmacy
www.fda.gov/besaferx

AtoZindex | Follow FOA | FDA V
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Most Popular Searches

Home | Food | Drugs | Medical Devices | Radiation-Emitting Products | Vaccines, Blood & Biologics | Animal & Veterinary | Cosmetics | Tobacco Products

Drugs

ad
© Home @ Drugs @ Resources for You @& Information for Consumers (Drugs) Il

BeSafeRx: Know Your Online Pharmacy

Information for Consumers
(Drugs) ’ A
Buying & Using Medicine Safely mb ‘ Besafe I&

5 . b K Yo Giing Phasmacy
Buying Medicines Over the
Internet

FDA BeSafeRx is a national campaign to raise awareness of the dangers of buying prescription medicines from fake online

¥ BeSafeRx: Know Your Online pharmacies. This campaign provides the resources to help consumers:

Pharmacy
Resources for You Know the Risks Know the Signs Know Your Online
Learn th Pharmacy
* About BeSafeRx from a fal

* For Campaign Supporters
* For Health Professionals
* Campaign Materials

* For the Media

For further information, contact us at 1-888-463-§332 or druginfo@fda.hhs.gov.

Know Your Online Pharmacy
(featuring Gary Coody, FDA's National Health Fraud Coordinator)
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Questions?

33





