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Re:  Docket Number 00D-1539

To Whom It May Concern:

Triangle PEERS is pleased to submit comments in response to the FDA's Guidance for Industry 21 CFR Part 11: Electronic Records; Electronic Signatures – Maintenance of Electronic Records.

Triangle PEERS is an informal association comprised of entities and individuals in North Carolina with an interest in the implementation of 21 CFR Part 11. Triangle PEERS applauds FDA for issuing this draft Guidance.
General comments on Guidance: 

Rather than clarifying the predicate rules, in some cases, the guidance appears to expand the scope of the predicate rule to include additional requirements, which would require Notice and Comment Rulemaking.  

Regarding the retention period for predicate rules: some are more clearly defined than others.  We recommend that retention periods be clarified in these rules, which would be helpful to industry for determining maintenance of electronic records.

Further, FDA’s issuance of a revision of the Guidance: Glossary of Terms (Docket No. 00D-1538) would be very helpful in interpreting this Guidance on Maintenance of Electronic Records.

5.4   Electronic Records Should Be Stored Under Appropriate Environmental Conditions

The guidance states “You should monitor the conditions under which the electronic records are stored,” and lists “specifications and precautions regarding such factors as temperature, humidity, dust, vibration, and sources of electromagnetic & radiofrequency interference.”  In most storage facilities, temperature and humidity are routinely maintained and monitored.  However, monitoring for the additional factors listed, i.e., dust, vibration, and electromagnetic and radiofrequency interference would require a major effort by the industry to purchase expensive equipment, then install, monitor and validate it.  The Guidance should be revised to state that these additional factors may have some effect on stored equipment, and the Reader should be aware . . . but not be expected to monitor for it.

5.5   The Ability To Process An Electronic Record’s Information Throughout the Records Retention Period Should Be Preserved

The last paragraph of 5.5 requires the duplication of software performance, even if the ability (functionality) was never used prior to archiving.  That is, if the software has some functionality or capability, even if it was never used prior to archiving of that particular electronic record, the Guidance states that that particular functionality should be available for manipulation of the electronic records during the entire record retention period.  If that functionality was not used prior to archiving, it seems unreasonable to expect that it should be maintained during the entire retention period.  It is also unclear as to what elements of this functionality must be included.  We believe that this requirement will discourage the use of electronic records by the industry and will encourage the industry to remain in paper and microfiche.  As it appears that this statement exceeds the requirements of the predicate rule, we suggest the following revision:  "Where an ability or functionality was used for the electronic record prior to archiving, this ability (functionality) should be available during the entire retention period."

6.2.1.3   Electronic Record Integrity Attributes Should Be Preserved

Regarding the audit trail record during the migration of records from one system to another, the Guidance indicates there may be a creation of a NEW electronic record at that point and that the audit trail for the migrated electronic record would have to cover this creation.  “By adding this new creation step to the migrated audit trail carried over from the old electronic record, one must ensure a continuity of electronic record integrity.”  We believe if there is an automated migration, this may be problematic and may be unnecessary unless the migration is carried out by printing out records from the old system and doing data entry into the new system – if the audit trail is for OPERATOR actions and entries.  Audit trail migration should be addressed in initial design. 

Also, there is some confusion about the definition of "Migration" and "Transforming".  These terms should be clarified / defined and included in the revised Glossary.

6.2.1.5  Unavoidable Differences and Losses Should Be Accounted For And Explained in the Migrated Electronic Record or New System Documentation

We request clarification regarding the phrase, “trusted third party from outside the organization that has some responsibility for the electronic record.”  There is no mention of a trusted third party in the original regulation, and it should not, therefore, be introduced here as a “new” requirement or recommendation.  We suggest the language be revised to state that the entity may use a trusted third party from outside the organization that has some responsibility for the electronic record, but that using a trusted third party is NOT required. 

 The statement regarding having a trusted third party outside the organization, verify signatures, verify migration of signatures, and re-sign records is confusing:  “Just prior to performing the electronic record migration a trusted third party from outside of the organization that has some responsibility for the electronic record verifies the digital signature using the old system methods.”  We question whether a trusted third party from outside the organization would understand the entity’s technology well enough to be able to judge the integrity of the signatures before migration.  Further, we suggest that rather than a trusted third party re-signing the records, someone from the organization should do so, but perhaps witnessed by the trusted third party.  Moreover, we question whether a trusted third party would be willing to assume this liability without substantial indemnification / insurance.

Regarding the color code changes: should the migrated records still maintain references to the original colors (which are no longer there)?  Depending on the extent of new color changes, misinterpretation of the "new" records may be the possible result.  "Change color" procedures should be covered in validation documentation. 

 

*   *   *

Triangle PEERS appreciates the opportunity to submit comments to FDA's Guidance on 21 CFR Part 11 – Maintenance of Electronic Records

Sincerely,

Dr. Lowrie Beacham
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