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1 INTRODUCTION

The Center for Biologics Evaluation and Research (CBER) regulates and oversees the safety and
efficacy of the nation’s blood supply, including plasma and other blood products, and biological
and biotechnology products derived from living cells. CBER receives and reviews thousands of
submissions from regulated industry and consumers. These submissions include Biologics
License Applications (BLAs), Investigational New Drugs (INDs), 510(k)s, Pre-market
Approvals (PMAs), New Drug Applications (NDAs), lot release protocols, and adverse event
reports.

CBER’s goals for the review of these submissions changed with the passing of the Prescription
Drug User Fee Act (PDUFA) II and the Food and Drug Administration (FDA) Modernization
Act (FDAMA). The acts mandate expedited review of license applications and INDs. To fulfill
these mandates, the agency created the Electronic Submission Program (ESP) Program. Within
CBER, the ERSR Electronic Document Room (EDR) and Electronic Secure Messaging (ESM)
systems help to address some of the requirements of these mandates. ESM assists in fulfilling
the ERSR goals enabling secure, electronic correspondence between CBER and its Industry
partners.

1.1 OBJECTIVE

The purpose of this document is to provide Industry participants with instructions for sending
IND/BLA amendments to CBER via secure mail. This document supports the Secure Messaging
Pilot Industry Participation Document.
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2 PRELIMINARY ACTIVITIES

The following section identifies the preliminary activities that Industry participants in the CBER
ESM program must complete before sending an IND/BLA amendment via ESM to CBER. The
use of either Tumbleweed Messaging Management Server (MMS) Virtual Private Network
(VPN), or Secure Multipart Internet Mail Extensions (S/MIME) technology will be accepted.

Note: There is presently a size limitation of 50 megabytes for sending Regulatory amendments
via secure mail.

2.1 REGISTER IND/BLA

The initial step is to register the IND or BLA for ESM with CBER. CBER can only accept
amendments via ESM for fully electronic INDs or BLAs. First, contact Michael Fauntleroy
(301-827-5132) regarding the filing of a non-repudiation of digital signatures agreement with
CBER. This agreement covers any digital signature sent by a company to CBER. Once the
agreement is on file, submit an ESM registration form to Dan Offringa (301-827-1385) or Joe
Montgomery (301-827-1332). A form is required for each IND or BLA for which you wish to
submit ESM amendments. For BLAs, registering an original application does not automatically
register supplements to that application. Each BLA or supplement must be registered separately.

2.2 EXCHANGING CERTIFICATES (PUBLIC KEYS)

Prior to sending submissions via ESM, a certificate exchange of public keys must take place.
The CBER MMS server employs Tumbleweed MMS VPN technology. The following describes
how the certificate exchange is accomplished using either VPN to VPN or S/MIME to VPN
technology.

2.2.1 Using VPN

In order to establish a VPN link connection with CBER using VPN technology, an email request
must be made to the secure.cber.fda.gov email domain using Tumbleweed MMS. Figure 2.1.1-
1 depicts submitting a VPN request using Tumbleweed MMS to the CBER MMS server.

Figure 2.2.1-1-VPN Request

Submit ¥PHN Link Request |

D estination Domain:

Isecure.cber. fda. god

blezzage:
This iz a request ba establizh an S AAIMME WERL ‘I

| Subrit I Cancel I
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2.2.2 Using SSMIME

The following identifies the steps required to establish an S/MIME connection with the CBER
MMS server:

1. Generate certificate — For email encryption, generate or obtain certificate from a Certificate
Authority (CA) (e.g. Verisign, Entrust, or Baltimore).

2. Send message — In the To: field of the email message header, type cert-
query@secure.cber.fda.gov. In the Subject: field of the message header, type the following -
cbersecure@secure.cber.fda.gov. The message body should not contain any content. Figure
2.1.2-1 depicts a sample S/MIME request to the CBER MMS server.

Figure 2.2.2-1- Sample S/MIME Request

2 cbersecure@zecure cber fda gov - Message [Rich Text)

JEiIe Edit “iew Inzert Fomat Tool: Actions Help

|=send ||| 4 B2 @0 |t 4| ¥ |[EI0gions. | F) 2

J Aurial = »

Subjeck: |cbersecure@secure.cber.Fda.g-:uv

2.3 CREATING ADOBE CERTIFICATE

All IND/BLA amendment submissions received via ESM must be accompanied by an Adobe
Acrobat (v.4.05 or greater) Self-Sign Security electronic signature on the Form FDA 1571(es)
and Form FDA 356H(es). Note: Form FDA 1571(es)/Form FDA 356H(es) will refer to both the
standard forms and electronic forms.
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2.3.1 Generate Certificate Using Adobe Acrobat v.5.0
The following steps identify how to generate a certificate using Adobe Acrobat v.5.0:
1. Launch Adobe Acrobat.

2. From the ‘Tools’ menu bar, select Self-Sign Security followed by Log In from the drop
down list.

3. From the Self-Sign Security-Log In screen, select ‘(New User Profile)’.

4. Enter the required User Attribute information and choose a password.

5. Press the OK button.

6. Press the Save button.

7. From the ‘Tools’ menu bar, select Self-Sign Security followed by ‘(User Settings)’.
8. From the ‘Self-Sign Security’ Screen, select ‘(User Information)’.

9. Click the E-Mail button.

10. Type the following email address in the To: field of the message header -
csm(@secure.cber.fda.gov

11. Press the E-Mail button.

12. After sending the message, contact ESM Administrator Dan Offringa (301-827-1385) or Joe
Montgomery (301-827-1332).

13. Verify with ESM Administrator that the Adobe certificate fingerprint is valid.

2.3.2 Generate Certificate Using Adobe Acrobat v.4.0
The following steps identify how to generate a certificate using Adobe Acrobat v.4.0:
1. Launch Adobe Acrobat.

2. From the ‘Tools’ menu bar, select Self-Sign Security followed by Log In from the drop
down list.

3. From the Self-Sign Security-Log In screen, select ‘(New User Profile)’.
4. Enter the required User Attribute information and choose a password.
5. Press the OK button.

6. Press the Save button.

Instruct_ for_Industry.doc 4 August 11, 2003
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7. Open a Portable Digital Format (PDF) document and digitally sign the pdf file using the
certificate.

8. Open your email browser, create a new message and attach the electronically signed pdf
document.

9. Type the following email address in the To: field of the message header -
csm(@secure.cber.fda.gov.

10. After sending the message, contact ESM Administrator Dan Offringa (301-827-1385) or Joe
Montgomery (301-827-1332).

Instruct_ for_Industry.doc 5 August 11, 2003
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3 SENDING THE SECURE MESSAGE

The following steps must be completed before a submission is ready to be submitted to CBER.
Amendments submitted via ESM will be automatically processed by CBER. Therefore, it is very
important that these instructions and the CBER Guidance regarding IND/BLA structure are
followed when submitting amendments via ESM. Any deviations may prevent the amendment
from being accepted by CBER.

3.1 OUTLINE OF STEPS

The following identifies the steps needed to create and send an IND/BLA amendment
submission via ESM:

1. Create IND/BLA amendment submission structure. All files/folders except the Form FDA
1571(es)/Form FDA 356H(es) and the roadmap.pdf file must reside inside the zipped file.

2. Electronically sign the Form FDA 1571(es)/ Form FDA 356H(es). The form can be obtained
from Michael Fauntleroy.

3. Create an email message to send to CBER.

4. Type the cover page information attributes in the body of the email message (See Section
3.2.10). Note this is only required if not using electronic Form FDA 1571es/Form FDA
356Hes.

5. Attach the Zip file, the electronically signed Form FDA 1571(es)/Form FDA 356H(es) and
roadmap.pdf file to the email message.

6. Encrypt and send the email message to the cbersecure(@secure.cber.fda.gov mailbox.

3.2 DESCRIPTION OF STEPS

The following section describes the steps for preparing and sending an IND/BLA amendment
submission via ESM:

3.2.1 IND Amendment Structure

All IND amendment files and folders except the roadmap.pdf should be contained in the main
IND folder (i.e., ABCPharm_NewDrug). The main IND folder should have the same name as
the main IND folder that exists in CBER so that it is recognized as part of the original
submission. The roadmap.pdf must reside at the same level as the main IND folder. Figure
3.2.1-1 provides an example of how the amendment folder should be structured.
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Figure 3.2.1-1-Example IND Amendment Structure

& Folder2 =101 x|
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1 -1 Marne | Size | Tvpe | Modified |
ﬁ L File Falder 4]17/2002 4:50 PM
e 69 kKB Adobe Acrobat Doc.,,  3/19/2002 6;44 PM
Folder2

Seleck an item ko view its description.

See also:

[y Documents

Py Metwork Places
My Compuker

|2 object(s) 63,5 KB |@. My Computer i

3.2.2 Preparing IND Zip File Structure

To prepare IND Zip file structure users must remove the Form FDA 1571(es) from the main IND
folder and then add the entire folder to a Zip file. The roadmap.pdf and Form FDA 1571(es)
should not be included in the Zip file. The IND folder should have the same name as the main
IND folder so that it is recognized as part of the original IND. The Zip file does not need to be
labeled similarly to the main IND folder. Figure 3.2.2-1 depicts the accepted IND amendment
Zip file structure showing the inclusion of the full path.
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3.2.3 Create ESM IND Amendment Package

The package should consist of three files: the Zip file containing the main IND folder, the Form
FDA 1571(es), and the roadmap.pdf. The Form FDA 1571(es) file must be named
XXXX 1571es.pdf, where XXXX represents the serial number and es represents using the
electronic form. If this naming convention is not followed, the IND amendment will be rejected.
This file should NOT be modified in any manner after it has been signed. Figure 3.2.3-1 depicts

the structure for sending IND amendments via ESM using the electronic form.
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Figure 3.2.3-1- IND Amendment Package
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Select an item to view its description.

See also:
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3.2.4 BLA Amendment Structure

All BLA amendment files and folders except the roadmap.pdf should be contained in the main
amendment folder (i.e., 123456 1234.001). Each BLA amendment main folder should be
unique to prevent overwriting of previously sent amendments. The roadmap.pdf must reside at
the same level as the main amendment folder. Figure 3.2.4-1 provides an example of how the
BLA amendment should look.
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Figure 3.2.4-1- Example BLA Amendment Structure
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3.2.5 Preparing BLA Zip File Structure

First, remove the Form FDA 356H(es) from the main amendment folder, then add the entire
folder to a Zip file. The roadmap.pdf and Form FDA 356H(es) must not be included in the Zip
file. The Zip file is not required to have the same name as the main amendment folder (e.g.,
123456 1234.001) but if desired to so, it will still be accepted by CBER. Figure 3.2.5-1 depicts

the accepted BLA amendment Zip file structure with inclusion of full path.
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Figure 3.2.5-1- BLA Amendment Zip File Structure
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3.2.6 Create ESM BLA Amendment Package

The package should consist of three files: the Zip file containing the main amendment folder, the
Form FDA 356Hes, and the roadmap.pdf. The Form FDA 356H(es) file must be named
356Hes.pdf, where es represents using the electronic form. If this naming convention is not
followed, the BLA amendment will be rejected. This file should NOT be modified in any
manner after it has been signed. Figure 3.2.6-1 depicts the structure for sending BLA
amendments via ESM using the electronic form.
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Figure 3.2.6-1- BLA Amendment Package
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3.2.7 Electronically Sign Form FDA 1571/Form FDA 356H

The following provide the steps to electronically sign the Form FDA 1571/Form FDA 356H
standard form.

Electronically sign the Form FDA 1571/Form FDA 356H using the Adobe Acrobat Self-Sign
certificate that has been sent to and certified by CBER. When electronically signing the Form
FDA 1571/Form FDA 356H, it is required that the document be signed in the SIGNATURE OF
SPONSOR OR SPONSOR’S AUTHORIZED REPRESENTATIVE field. Figure 3.2.7-1
depicts a sample signature appearance of an electronic signature block on a Form FDA 1571.
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15, MAME(Z) AND TITLE(S) OF THE PER20ONE) REZPONSIELE FOR REVIEW AMD EVALUATION OF INFORKMATION RELEVANT TO THE
BAFETY OF THE DRUSG

| agree not to begin clinical investigations until 30 days after FDA's receipt of the IND unless | receive earlier notification
by FDA that the studies may begin. | also agree not te begin or continue clinical investigations covered by the IND if
those studies are placed on clinical hold. | agree that an Institutional Review Board {IRB) that complies with the
reguirements set fourth in 21 CFR Part 58 will be responsible far initial and continuing review and approval of each of the
studies in the proposed clinical investigation. | agree to conduct the investigation in accordance with all other applicable
regulatory requiremants.

16, NAME OF SPONSOR OR SPONSOR'S AUTHORIZED 17. SIGNATURE OF SPONSOR OR SPONSOR'S AUTHORIZED

REPRESENTATIVE REPRESENTATIVE i
& John Smith

18. ADOREES Nuwber, Steed, Oy, Siale and 70 Code) 18. TELEPHOHE NUMBER 20. DATE
frctide Ares Coda)
(WARNING: Awllully false slalament 1s & criminal offensa. ULS.C. Tilla 18, Sac. 1001.)
Public reporfing burden for this oollection of infommation s estimated o average 100 hours per response, inzluding the time for reviewing instructions,
seanching exsing dala sources, gathering and maintaining the data needed, “and completing reviewing the colleclion of information. Ssnd commenls
reggarding this burden estimate or any other aspect of this colection of information, including suggestions for reducing this burden 1o:
[OHHE Reports Clearance Cificer “An agency may not conduct or sponsar, and a parsan is not reuired 1o respond 1o, a cdlection
raork Redudtion Project 0910-0014 of information unless it dsplays a curently valid OMB control number.”
Hubert H. Hurmphrey Bul |n§. Room 531-H
il S T
Asingion. Pleass DO NOT RETURN this spplication o this address. k4
W 4] 2of2 b M 85x1in O|= # 0= 4] 1|

3.2.7.1 Steps to Electronically Sign Form FDA 1571/Form FDA 356H

The following steps are needed to electronically sign the Form FDA 1571\Form FDA 356H
Form:

Launch Adobe Acrobat.
From the File menu bar, open the Form FDA 1571/Form FDA 356H form.

From the Tools menu bar, select Self-Sign Security followed by Log In from the drop down
list.

Log into the Self-Sign Security with the appropriate profile.

From the Tools menu bar, select Digital Signatures followed by Sign Document from the
drop down list. The Digital Signature — Alert screen will appear.

Follow the instructions within the Digital Signature — Alert screen.
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7. Electronically sign the Form FDA 1571/ Form FDA 356H in the SIGNATURE OF
SPONSOR OR SPONSOR’S AUTHORIZED REPRESENTATIVE field. Close the
document. The form should NOT be modified in any manner after it has been signed. Doing

so will invalidate the signature and cause the amendment to be rejected.

3.2.8 Electronically Sign Form FDA 1571es

Electronically sign the Form FDA 1571es using the Adobe Acrobat Self-Sign certificate that has
been sent to and certified by CBER. When electronically signing the Form FDA 1571es, it is
required that the document be signed in the SIGNATURE OF SPONSOR OR SPONSOR’S
signature

AUTHORIZED REPRESENTATIVE field. Figure 3.2.8-1 depicts a sample
appearance of an electronic signature block on a Form FDA 1571es.

Figure 3.2.8-1-Form FDA 1571es Signature Appearance
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% |hies may begin. | also agree not to begin or continue clinical investigations covered by the IND if
{l laced on clinical hold. | agree that an Institutional Review Board (IRB) that complies with the
=i [Jrth in 21 CFR Part 56 will be responsible for initial and continuing review and approval of each of the
#;|bed clinical investigation. | agree to conduct the investigation in accordance with all other applicable
T |tnts.
~ | P SPONSOR'S AUTHORIZED 17. SIGNATURE OF SPONSOR OR SPONSOR'S AUTHORIZED Sign
REPRESENTATIVE
Digitally sigred by lgor Gatsin
en=lgor Getsin, ou=IT_o=BAH, c=US
Date: 2003.04.30 14:14.04 -05'00"
Reason: | am the author of this document
Rockville
eet, City, State and Zip Code) 19. TELEPHONE NUMBER 20. DATE
{Include Area Code)
fsdfsdfds 02/04/2003

statement is a criminal offense. U.S.C. Title 18, Sec. 1001.)

r this collection of information is estimated to average 100 hours per response, including the time for reviewing instructions,
burces, gathering and maintaining the data needed, and completing reviewing the collection of information. Send comments
ate or any other aspect of this collection of information, including suggestions for reducing this burden to:
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3.2.8.1 Steps to Electronically Sign Form FDA 1571es
1. Launch Adobe Acrobat.

2. From the File menu bar, open the Form FDA 1571es form.

3. Enter the required data into the Form FDA 1571es form and select the Save Data button.
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4. Electronically sign the Form FDA 1571les form by selecting the Sign button in the
SIGNATURE OF SPONSOR OR SPONSOR’S AUTHORIZED REPRESANTIVE field.

5. Click within the SIGNATURE OF SPONSOR OR SPONSOR’S AUTHORIZED
REPRESANTIVE field and follow the instructions within the Adobe Self-Sign Security
screen.

6. Close the document once the Form FDA 1571es is digitally signed. The Form FDA 1571es
should NOT be modified in any manner after it has been signed. Doing so will invalidate the
signature and cause the amendment to be rejected.

3.2.9 Electronically Sign Form FDA 356Hes

Electronically sign the Form FDA 356Hes using the Adobe Acrobat Self-Sign certificate that has
been sent to and certified by CBER. When electronically signing the Form FDA 356Hes, it is
required that the document be signed in the SIGNATURE OF RESPONSIBLE OFFICIAL
OR AGENT field. Figure 3.2.9-1 depicts a sample signature appearance of an electronic
signature block on a Form FDA 356Hes.

Figure 3.2.9-1-Form FDA 356Hes Signature Appearance

Adobe Acrobat - [356Hes.pdf] =1
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L1 | 15 User Fee Cover Shest (Form FDA 3397) ﬂ
n 18, Financial Information (21 CFR Part 54) =
1 | 20 oTHER (specit]
CERTIFICATION

| agree to update this application with new safety information about the product that may reasonably affect the statement of contraindications
warnings, precautions, or adverse reactions in the draft labeling. | agree to submit safety update reports as provided for by regulation or as
requested by FDA. If this application is approved, | agree to comply with all applicable laws and regulations that apply to approved applications
including, but net limited to the following:

1. Good manufacturing practice regulations in 21 CFR Partz 210, 211 or applicable regulations, Pars 606, andior 820
Biclogical establishrment standards in 21 CFR Part 600
Labeling regulations in 21 CFR Parts 201, 606, 610, 660, and/or 809,
In the case of a prescription drug or biclogical product, prescription drug advertising regulations in 21 CFR Part 202.
Regulations on making changes inapplication in FO&T Act Section 5064, 21 CFR 314.71, 314.72, 214.97, 314.99, and 601.12
Regulations on Reports in 21 CFR 214.80, 214.81, 600.80, and 600.81.

7. Local, state and Federal environmental impact laws.
If this application applies to a drug product that FDA has proposed for scheduling under the Centrolled Substances Act, | agree not to market the
product until the Drug Enforcement Administration makes a final scheduling decision J

@

@

Signmuresw\ Comments K Thumbnails '( Bookimatks

The data and information in this submission have been reviewed and, to the best of my knowledge are certified to be true and accurate
Warning: A willfully false statement is a criminal offense, U.5. Cade, title 18, section 1001

SIGNATURE OF RESPONSIBLE OF

R AGENT TYPED NAME AND TITLE DATE

« John Smith sign | {[MR. John Smith [ osioarzoos ]
ADDRESS (Street, City, State, and ZIP Code) Telephone Number
|1323 Parklawn Place |||100-003-2222 |
Public reporting burden for this collection of information is estimated to average 24 hours per response, including the time for reviewing

instructions, searching existing data sources, gathering and maintaining the data neaded, and completing and reviewing the collection of
information. Send comments regarding this burden estimate or any other aspect of this collection of information, including suggestions for reducing
this burden to

Deparment of Health and Human Services Food and Drug Administration

Food and Drug Administraion CDER, HFD-84 An agency may not conduct or sponsor, and a
GBER, HFM-99 12420 Parklawn Dr., Room 3046 person is not required to respond to, a collection
1401 Rockville Pike Rackvillz, MD 20852 of infarmation unless it displays a currently valid
Rockville, MD 20852-1448 OME control number.

FORM FDA 3560 (9702)
Save Data Print PAGE 2 -

() ] 2014 P M Bsxiin O 2 B &= 4]
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3.2.9.1 Steps to Electronically Sign Form FDA 356Hes

1. Launch Adobe Acrobat.

2. From the File menu bar, open the Form FDA 356Hes form.

3. Enter the required data into the Form FDA 356Hes form and select the Save Data button..

4. Electronically sign the Form FDA 356Hes form by selecting the Sign button in the
SIGNATURE OF RESPONSIBLE OFFICIAL OR AGENT field.

5. Click within the SIGNATURE OF RESPONSIBLE OFFICIAL OR AGENT field and follow
the instructions within the Adobe Self-Sign Security screen.

6. Close the document once the Form FDA 356Hes is digitally signed. The Form FDA 356Hes
should NOT be modified in any manner after it has been signed. Doing so will invalidate the
signature and cause the amendment to be rejected.

3.2.10 Create Email Message

Open and create a new email message. ESM will accept messages from any of the major email
applications that are S/MIME compliant (i.e., Netscape, Outlook, Lotus). In the TO: field of the
message body, type the following email address: cbersecure@secure.cber.fda.gov.

Note: When using the Form FDA 1571es/Form 356Hes electronic forms, a cover page is not
required. A cover page is only required when using the Form FDA 1571/Form FDA 356H
standard form.

3.2.10.1 Cover Page Format using Standard Form

The cover page header must be the first text entered in the message body when using standard
the Form FDA 1571/Form FDA 356H Form. The first line of the cover page header should read
‘cover page’. The second line should have the required attribute ‘applid’ and on the third line
the attribute ‘subject’. The applid is either the IND Number for the IND submission or the STN
for the BLA original submission. The applid attribute must contain the IND number or BLA
STN of the original submission preceded by an ‘I’ (e.g. 13333) for an IND amendment or ‘B’
(e.g. B222222/0) for BLA amendment. The subject line should contain information about the
amendment (e.g. IND Amendment). The last line of the cover page header should read ‘end
cover page’. If the following cover page format is not followed the email message will be sent to
the CBER Exchange Server Trouble Folder. Figure 3.2.10.1-1 depicts a sample cover page for
an IND amendment.

Figure 3.2.10-1-Sample Cover Page
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2 IND Amendment - Message [Rich Text] =] E3
JEiIe Edit “iew Inzert Format Tool: Achonz Help

|=send ||| % B2 @B 0 | * 4| ¥ |EJogions. | @ 2

Tao... | chersecure@secure.cber.Fda.gcw
ce.. ||

Subiject: IIND Armendrent

J urial - =

cover page =
applid: 13333

subject: IMND Amendment

end cover page

3.2.11 Attach IND/BLA Amendment

Attach the amendment’s Zip file, Form FDA 1571(es)/Form FDA 356H(es) Form, and the
roadmap.pdf file to the email message. Figure 3.2.10-1 depicts a sample IND amendment
message with required attached files.
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Figure 3.2.11-1-Sample Message with Required Attachments
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To... ||cbersecure@secure.cber.Fda.gnv

e ]

Subject: IIND Amendrment

=]
=l
8
roadmap.pdf  000Z_1571.,, $& e

3.2.12 Encrypt and Send Email Message

The encryption process varies depending on the technology used to send and receive secure
messages. The encryption process is as follows:

e VPN to VPN the MMS server will automatically encrypt the email message.
e S/MIME to VPN, the message must be encrypted with the sender’s public key.

Note: Industry participants that are registered with CBER may send secure email messages to
the cbersecure@secure.cber.fda.gov mailbox. Otherwise, if the secure message is sent to
another address, it will not be successfully received by CBER.
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4 SECURE MESSAGING CONTACTS

The following names are the points of contact within CBER.

Area Name Organization Telephone
Technical Joe Montgomery CBER EDR/ESM Project Officer 301-827-1332
Dan Offringa CBER Secure Messaging Administrator 301-827-1385
Greg Dyer Contractor ESM Administrator 240-314-5542
Functional/Regulatory | Michael Fauntleroy CBER Director of Electronic Submissions 301-827-5132
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