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Title Risk management as an integrd part of the Quality Management System

1. Introduction:

“Risk management as an integrd part of the Qudity Management System” isintended to
assist medica device manufacturers with the integration of risk management conceptsinto
thelr quaity management system by providing practicad explanations and examples. Itis
basad on generd principles of a quality management system and genera principles of arisk
management system and not on any particular standard or regulatory requirement. This
document has generd applicability to quality management systems for organizations
providing medica devices. This document will discuss risks related to product safety, rather
than other businessrisks. The integration of risk management into the quality management
system is gpplicable to dl stages of the life cycle of amedica device. This guidance does not
suggest particular methods of implementation and therefore should not be used to assess or
audit compliance with regulatory requirements.

Every medica device manufacturer has a set of management practices and processes, which
together are intended to satisfy the organization’ s objectives. Some of those objectives
include ensuring the safety and quality of products, achieving a specified level of business
performance, etc.

From aregulatory perspective, aquality management system has long been recognized as
being essentid for ensuring the safety and effectiveness of medicad devices. Similarly, there
are widely accepted principles of risk management that have been recognized as essentid to
medical device safety. The dements of risk management fit well into severd of the qudity
system dements, and the discipline entailed in quality systems ensures that the reviews
required in risk management are accomplished. There is a significant benefit to be derived by
integrating those practices and processes that are applicable to the organization’ s needsinto a
combined management system, rather than maintaining two separate systems that overlgp and
interact with one another. This guidance document describes how risk management concepts
can be an integrd part of a quaity management system.

Theintegration of risk management into the qudity management system is applicable to dl

dages of thelife cycle of amedicd device. A typica risk management system will consst of
the following dements
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Risk andyss should congst of hazard identification and estimation of the risks for the
consequences of each hazard. Risk evaluation should address the acceptability of risks that
have been evauated. Risk contral is the process through which decisions are reached and
protective measures implemented to reduce or diminate unacceptable risks. Monitoring of
production and postproduction information provides the basis for establishing new design
safety requirements as well as a basdine for future risk management of smilar devices.

Figure 1: Risk Management System

A Purpose

This guidance document isintended to assist medica device manufacturers with the
integration of risk management concepts into their quaity management system by providing
practical explanations and examples. This guidance does not suggest particular methods of
implementation and therefore must not be used to assess or audit compliance with regulatory
requirements.

B Scope
This document has generd applicability to quality management systems for organizations
providing medica devices. This document will discuss risks related to product safety, rather
than other business risks. The integration of risk management into the quality management
system is gpplicable to al stages of the life cycle of amedical device.

2. Définitions:
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Definitions from 1SO 14971:2000 are applicable for use in this guidance document.

3. Genera
A Documentation

Requirements for risk management should be established and documented by the
organization and resulting records maintained or referenced in the risk management file or
other gppropriatefiles (eg., Desgn History File, Technical File'Technica Documentation
Design Dossier, Device Master Record, Device History Record, Process Validation files,
etc.). The controls gpplied to quaity management documentation should also be gpplied to
risk management documentation.

While not specificaly required by regulation, the risk management file, containing records
and other documents associated with or resulting from risk management activity is required
by certain sandards. The risk management file may actudly contain such records and
documents or may contain references as to where such documentation may be found within
the qudity management sysem.

Where statutory and regulatory requirements related to risk management exi<, those
requirements must be observed and included in the documented procedures.

Certain standards require that the risk management process be documented.
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163 B Communication

164

165 The communication of risk is an important ongoing activity in ensuring an effective risk
166  management process through out the entire product life cycle. In order to have a cohesive risk
167 communication process, the understanding and interpretation of risk must be consistent in the
168 entire organization. Certain standards provide a simple and useful risk definition. It could be
169 presented in a smple two-dimensional risk chart (see figure 2). Such risk charts could be
170  used asacommunication tool through out the entire product life cycle.

171

172

Figure 2. Example of a Risk Chart (For illustration only)
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173  Another useful alignment in risk communication is the terminology used for hazards and/or
174  patient (human) harms. It is very beneficial for a project team to begin with a common list of
175 terminology on hazards and/or patient (human) harms. A project team could then continue to
176  conduct the risk management activities with clarity.

177

178

179

180 4. Management Responsibilities:

181

182  Integration of risk management into a quaity management system should begin with top

183  management.

184

185  Top management has responsbility for demongtrating commitment by establishing qudity

186  objectives, including those relating to product safety, and providing sufficient resources for

187  theimplementation of an effective quality management system.

188

189 Risk management is one of those activities within product redlization intended to ensure the

190 safety of medical devices.

191

192  Itispossbleto integrate the risk management activitiesinto the quaity management system.

193

194

195  Qudity Planning

196  Aspart of the quaity planning, management should:

197

198 » date the gpproach(es) to be used in determining acceptable levels of

199 » identify those functions having respongbility for risk management activities
200 » identify methods to be used for review of risk management results at defined

201 intervals and provide input to the quaity management review process.
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203
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203 5. Design and Development

204

205 A requirement of a quality management system is that risk management should be applied
206  throughout product redization. This spans the whole life cycle of a product, from planning of
207 product realization, customer-related processes, design and development, purchasing and
208  production to service provisons and goes to the end of product life.

209

210 Design and development of a medical device is an evolutionary process, embracing many
211  engineering and management practices. Integral to activities associated with this process are
212  the identification and mitigation of hazards and safety concerns. The objective of risk
213  management israrely to diminate dl risk, but rather to reduce risk to an acceptable level.

214

215 Risk management activities should begin as early as possible in the design and development
216 phase, when it is easier to prevent problems versus correcting them later. Risk management
217  activities continue to the end of product life. Relying exclusively on design and devel opment
218 processes to control risk is not sufficient risk management. Even the best design and
219  development processesfall short of ensuring error free design output.

220  After release of the device to market, risk management activities may be linked to quality
221  management procedures for production and process control, corrective and preventive
222  actions, and document control.

223

224  Certain standards require a risk management plan. The development of this plan should be
225 incorporated into the product realization planning. Product realization planning should
226 identify those persons or organizational functions having responsibility for risk management
227  reviews and gpprovals, and include processes for review and approva.

228

229

230 A Design and development planning

231

232  Risk management conducted during design and development should involve different fields
233 of expertise to ensure sufficient coverage of all concerns. A risk management rocess is
234  necessary to ensure coordination of these efforts and closure of al identified issues. Design
235 and development planning should include the risk management tasks, identify the needed
236  resources, define the interrelationship between tasks, and define roles and responsibilities for
237  eachtask.

238

239 Design and development activities targeted at mitigating risks should be supported by
240 documentation that relates the design activity to identified risk in a way that provides
241  objective evidence that the nature and extent of the design control is reasonable and
242  appropriate, consdering the degree of risk.

243

244 B Design and development input

245

246  During this phase, the requirements for a device are captured in one or more documents

247  intended to be the foundation for subsequent design and development activities,

248  implementation, verification, and vaidation. It isimperative, that the output of the risk

249  assessment process, especialy the need for control measures, should become part of the

250  designinput documentation defining the requirements necessary to ensure the sefety of a

251  device

252
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Risk andyss starts with the product’ s intended use/intended purpose and its characterigtics to
define the scope of the risk management activities. Other inputs are e.g. essentid

requirements for safety (for inherent safety design), risk related data from post- production
information of products with smilar design, and risk related to the manufacturing methods to
be usad in the production of the device. This normaly resultsin a priminary hazardsligt.

Following the identification of known and foreseeable hazards, for each hazard therisk in
both norma and fault conditions must be estimated. In the risk eva uation the manufacturer
must decide whether the estimated risk is so low that risk reduction need not be pursued. If
the risk is not acceptable, the need for risk control measures become part of the design input.
Risk control measures are part of the design output and are evauated to determine the
resdud risk. This design input/output cycle will iterate and continue throughout the overal
design control process until the residua risks have been reduced to an acceptable level and
can be maintained a an acceptable levd.

The need for risk control measures and other safety requirements can be compiled into a
specific safety requirements document or can be integrated with other design input
requirement documents. If the latter gpproach is taken, the requirements should be clearly
identifiable as safety requirements.

5

CHART rev2.doc
(77 KB)
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C Design and development outputs

Design and development outputs are of three types. The Quality management system requires
specification of the characteristics of the product, including those essential for its safe and
proper use. Design outpus relating to purchasing, production, and service processes, and
acceptance criteriamay also be essential for safe and proper use. Risk control measures may
fall into any of these categories. The following table shows examples of each type of risk
control messure.

Design and development output type Examples of risk control measures

Product characteristics - Compliance with |EC 60601
Over-temperature darm

Warning labe on device

User training

Redundant power source on alife-support
device

Interlock switch on access door of an x-ray
cabinet

Watchdog timer (in a microprocessor-
based device)

information related to purchasing, production - gpecid quality requirements in contracts
and service provisions . imposing stringent process controls
mandatory part replacementsin planned
mai ntenance service intervas for process
equipment or the medica device itself
limitation of lot 9zes

storage requirements

product acceptance criteria - Torque specification for a threaded fastener
Dimensond tolerancesfor avacuum line
fitting

Sterility requirements for adevice or
accessory

Electricd safety performance limits (eg.,
leskage current, insulation strength)

One of the design outputs will be the risk control measures and where those risk control
measures will be applied.

When the design and development process for inherent safety and/or design for protective
measures are not practicable, additional risk control measures may be necessary design
outputs. These risk control measures should also have a total life cycle focus. The focus may
begin with risk control planning from the supplying of raw materias to the manufacturing of
products, from storage and distribution of the product to the use of products, from the use of
products to the patients, from the disposal of products to the next generation of products, etc.
Risk control information should be understood, identified and analyzed by the design and
development team.
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300 D Design and development review

301

302 Top management has ultimate responsibility to ensure the safety and performance of the
303  product, therefore, the organization must determine if the overal risk to patients, users and
304  other personsis acceptable.

305 Design and development reviews should include review of the risk assessment (risk analysis
306 and risk evaluation) results. Reviewers should have the necessary breadth and depth of
307  experience to assess desgn decisons concerning risk acceptability.

308

309 Design review procedures should define risk review tasks that should be performed at
310 appropriate stag& of design and development. For example:

311 At early design and development reviews, the focus will be on hazard
312 identification, risk estimation, and the needs/requirements for risk control
313 measures

314 - At later stages of design and development the review focus should shift to the
315 implementation of risk control measures and evaluation of residual risk. As
316 one progresses through verification and validation, the effectiveness of risk
317 control measures need to be reviewed.

318 - The final design review includes overal residua risk evaluation after
319 completing the evaluation of al single identified hazards. As a last step, if the
320 residua risk is still too high for acceptance, a risk/benefit analysis can be
321 performed to determine if the medica benefits outweigh the remaining risks,

322

323 E Design and development verification

324

325 Verification procedures should define appropriate analytical techniques and test methods
326  related to safety requirements.

327  Verification procedures should ensure the results are traceable between identified hazards,
328  causes, risk control measures, product design and development requirements, tests and test
329  reaults. For an example see Annex Al.

330

331 F Design and development validation

332

333 Vadlidation confirms the product meets user needs, intended uses, and the effectiveness of
334  certain risk control measures. It is not necessarily a single isolated activity but may consist of

335 aseriesor aculmination of activities throughout the product realization process.
336

337 From a risk management perspective, validation should confirm assumptions made about
338 safety and the effectiveness of risk control measures. In addition, unforeseen hazards which
339 could exist at user sites and facilities (e.g. environmental conditions like high humidity and/or
340 extreme temperatures, unstable power supply, insufficient hygienic conditions) that emerge
341  from vaidation need to be assessed and, if necessary, mitigated.

342

343 G Control of design and development changes

345  History has repeatedly demonstrated that seemingly trivial changes may have unforeseen and
346  sometimes catastrophic consequences.

347

348  Proposed changes to the product and product realization processes should be evauated for

349 their effect(s) on the safety of the product. This evauation should be based on criteriafor risk

350 acceptability contained in risk management and product realization records and documents.
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Changes can occur at any timein the life cycle of the product. Some of these changes can
introduce new hazards, iminate existing hazards, or change the level of risk associated with
ahazard. A change could be the result of arisk reduction measure or are-evaudtion of the
origind risk assessment. Therefore, if a change takes place after arisk assessment has been
completed, the risk assessment should be reviewed and updated as necessary.

In the risk assessment of a change, consider that a change of materia (even nominally
identical material from a different supplier) may have an impact on the safety of a device (for
example, biological or physical). Similarly, replacement of one machine in a process by
another may have unforeseen consequences. Seemingly trivial changes to a process may have
cumulative effects which may lead to a requirement for a process revalidation. If a medical
device can be reused, the effect of any reprocessing should be evaluated on the device after
the change. Changes to the sterilization of a medical device should also be considered very
caefully.

Prior to implementing a proposed change, it is important to ensure that any residual risk(s)
are defined and remain acceptable.

If circumstances arise under which established acceptability criteria need to be changed, this
needs to be documented aong with the rationale and evidence supporting this decision.

H Design and development transfer

The transfer of anew or changed design to production is akey trandtion in the life cycle of a
medica device. For many medica devices, the design transfer is not asingle event, but a
complex series of staged trangtions as the design evolves from the prototype stage through
production process validation activities, dinicd trids, and findly release to market. The
design transfer is even more chalenging when outsourced or off-shore operations are
involved in the manufacture or servicing of the device. In some cases, intensve design and
devel opment activities continue past initid release to market as the design and production
processes are further optimized based on evolving market demands, business needs, and/or
experience gained with the product.

Desgn and development plans should define those design transfer activities that are required
to assure the adequacy of production specifications at each such life cycle trangtion. Design
trandfer procedures generdly involve some combination of verification, vaidation, review,
and documented approvals. The exact mix of these dements should be reasonably
appropriate, consgdering the technologies involved and factors mentioned above.

One key aspect of product quality that must be addressed in each case is product safety.
Thus, risk management plays an important role in design transfer. In generd, the design
transfer procedure should ensure that safety issues are resolved to the satisfaction of dll
interested parties prior to the release of the device to production and/or market. However,
there are few absolutes in making such a determination. For example, aclinical evauation,
using production devices, may be needed to characterize or validate some aspect of medical
devicerisk. Thus, the release to production for the purpose of conducting the clinical
evauation is necessary to complete therisk evaluation. On the other hand, it would be
unethica and ingppropriate to conduct the clinical evauation until those aspects of device
risk that can be evauated with reasonable certainty have been addressed.
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402  As the production specifications approach finality (realizing that few things in the life cycle
403 of a medica device are ever redly “find”), the risk evaluation must be increasingly
404 comprehensive. In most cases, this requires not only reasonable assurance that all
405 foreseeable risks have been addressed, but some sort of documentation of the overal
406  acceptability of any and all residual risk associated with the product. This inevitably is a
407  subjective judgment made by senior management. The decision should be based on the
408 documented risk acceptability criteria as described previoudly in this guidance. The design
409 transfer procedure should identify those persons or functions responsible for making risk
410 acceptability decisions and provide mechanisms for documenting such approvals. The
411  procedure may also require a documented rationale when the basis of the decision is not
412  agpparent from the record.

413

414

415
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6. Product Traceability:

Traceability

Under a qudity management system, a manufacturer should establish documented procedures
for traceability based on the risk. The procedures should define the extent of traceability and
which components and which products should be followed.

Product traceability involves the ahility to trace the history and dso facilitate the control of
non-conforming product. Traceability istypicaly required when thereisaneed to track a
nonconformity back to its source for investigation as part of CAPA implementation.

Product traceability can determine the location of the remainder of an affected batch and can
help with the issuance of advisory notices and recdlls.

Sometimes the extent of traceability can be a requirement of aregulatory authority. But in
many cases, risk assessment will help the manufacturer to define the proper extent of
tracesbility.

Traceability need not be applied to every product. Severd points need to be considered, such
as.

» Therisk associated with adevice: life sustaining or implantable

» The probability of falure

» The consequence of the fallure: led to the death of a patient, or user or of other
persons or to a serious deterioration in their sate of hedlth;

The extent of traceability should be defined regarding the following activities: receiving,
production, warehousing, distribution, ingtalation, servicing processes, up to the point when
the product leaves the organization’ s possession. Even identification of samples during
laboratory testing may need to be evauated.

During the recaiving activities, risk andyss should be conducted to define what components
and or materials will impact the specifications and safety of the product. These components
may need traceability. The manufacturer should have proceduresin place describing the
gpplication of therisk andysis processis gpplied to recelving activities and the criteriafor
deciding when tracesbility should be applied to an incoming goods or service.

Reating to the intermediate products and finished products, risk analysis should be
conducted to define the critical points of the process. If any process controls are necessary to
ensure conformance to specifications, the necessity to implement tracesbility after each
vaidated critical point should be studied.

Risk analys's should define the equipment and/or the environmental conditions when this
could cause the medica device not to satisfy its pecified requirement. In each case
traceability should be sudied

After the decison to implement tracesgbility in astep, the level of the detail should be
evauated from smple unit to batch.

Product identification/T raceability:
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During the risk management activities, the organization shall take appropriate measures to
identify the products at each step, following documented procedure.

For each identified products, the organization should documented the appropriate meanings
by which the following items are identified:

- characteristics related to the safety of the product

- known or foreseeable hazards associated with a medical devices
- risk control measures

- new hazards introduced by risk control measures

Consequently, the organization should demonstrate that each identify hazards have been
address by the risk management process and by what means (risk control measures,
residual risk acceptability, etc...).

During the risk management process, Identification of personnel responsibility for execution
shall be recorded for appropriate/critical responsibility (e.g. reviewer, expert, verification,
approval authority)

7. Controls and Acceptance:

Purchasing and Acceptance Activities

Risk to the patient and consumer can be introduced into the product anywhere during the
product life cycle, including outsourced product and services used during product redlization.
The manufacturer is responsible for fully understanding the resdud risks associated with the
product or service procured. Therefore an effective risk management system includes
procedures for identification of hazards and assessment of risks introduced by vendors early
on in the product redization process, and darifies the risk management roles and
responshilities of the manufacturer and supplier.

In addition, the quality management system should include documented procedures to ensure
that purchased product and services conforms to specified purchase requirements. Specified
purchase requirements should be determined with consideration to prescribed risk control
measures derived from the risk management process during product redlization.

The type and extent of control gpplied to the supplier and the purchased product and services
should be dependent upon the effect of the purchased product and services on subsequent
product redization or the find product including hazards identified during risk andysis.

Suppliers should be evaluated and sdlected based on their ability to supply product and
sarvices in accordance with the organi zation's requirements. Established criteriafor

selection, evauation and re-evauation of suppliers of purchased products and services

should aso be based upon the risk of identified hazards related to the purchased products and
services determined during the risk management process.

The manufacturer should establish and implement the ingpection or other activities necessary

for ensuring that purchased product and services meets specified purchase requirements.
These activities should include prescribed risk control measures.
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The manufacturer would likely utilize a combination of purchasing controls and acceptance
activities to mitigate the risks introduced by the outsourced product or service. The specific
levels of purchasing control and ratio of acceptance activities to purchasing control would be
dependent upon the residual risk associated with the outsourced product or service.
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518 8. Production and Process Controls

519

520 Manufacturers develop, conduct, control and monitor manufacturing processes to produce
521  devicesthat conform to specifications. During the design and development of a particular
522  device, hazards are identified and the sources of those hazards should be determined. One
523  posshility isthat the source(s) of the hazard are the actua manufacturing processes, which
524  caninclude variability from equipment, work environment, personnd, eic. An effective
525  qudity management system includes document procedures that assess and controls these
526  risks.

527

528  Therisk controls developed as aresult of the product risk assessments will lead to the

529  deveopment of gppropriate methods for measuring and monitoring those manufacturing
530 processes.

531

532  Sourcesof identified hazards can come from product, process, or user interface(s)

533

534  Assessment of the risks from manufacturing processes, using tools such as HACCP, HAZOP,
535 Process FMEA, etc., can help establish or improve process controls by identifying:

536

537 » what can go wrong at each step of the process,
538 » theimpact of falure on the product,

539 > thelikdihood of the failures, and

540 » controls to detect and prevent the failure or causes.
541

542  Pog production information such as complaints, the rate of nonconformities, the rate of

543  rework, and other outputs of the corrective and preventive action system will then be utilized
544 to determine the effectiveness of the process controls and measuring and monitoring systems.
545

546 A Manufacturing, Measuring and Monitoring_ Equipment

547

548  Therisk assessment of manufacturing processes should evauate the suitability of equipment
549  for usein the manufacture of a gpecific device(s) and where gpplicable the maintenance,

550  adjustments, cleaning, caibration and work ingtructions for equipment involved in the

551  process being andyzed. The frequency of such activities like maintenance, adjustments,

552  cdeaning and cdlibration need to be assessed in relationship to the risk. The frequency may
553  then need to be increased or decreased as aresult of the risk assessment and applied risk
554 reduction or risk control measures imposed on the process. In addition, the adequacy of any
555  work ingtructions needs to be evaluated in relationship to the risk assessment and possible
556  risk reduction or risk control measures decided upon for that process.

557

558

559

560 B Work Environment

561

562  Asapart of the risk assessment of manufacturing processes the work environment should be
563  assessed to determineif there are environmenta conditions that exist or are reasonably

564  foreseesble that may adversely affect the product or the controls/monitoring processes.

565  Where environmenta conditions are determined to have an adverse effect or produce an

566  unacceptablerisk, risk reduction or risk control measures should be defined, documented and
567 implemented. The effectiveness of these environmenta risk reduction or risk control

568  measures should periodically be assessed.
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C Personnd

An additiona consderation that should be evauated as a part of the risk assessment isthe
impact of personnel on the product, process, or work environment (e.g., hedth, deanliness,
personnel practices, clothing of personnd, experience, education, qudification, training, etc.).
If contact between such personnd and product, process or environment could reasonably be
expected to have an adverse effect on the product the risk must be mitigated and controlled.
Those mitigation and control mesasures should be defined, documented, implemented and
monitored, as well as evauated for effectiveness.

D Process Validation

Process vdidation isaway of confirming the effectiveness of risk reduction activities for
particular manufacturing processes.

Activities as aresult of process vaidation can aso be arisk control/reduction measure by
establishing process parameters and controls (for example, when the source of an identified
hazard is process varigbility).

When design or process changes occur, the manufacturer should perform an evauation and
document whether revalidation is required. This should ensure that the process will continue
to produce results that meet specifications. The current risk assessment may be used to help
determine the need for, or the extent of, any revdidation.

It is aso important to ensure that a change does not lead to any additiona hazards or
increases risk.

9. Servicing:
A Control of servicing activities

“Sarvicing” used in this clause means, mainly repair and maintenance activities of medicd
devices.

If the safety of amedical device depends on the provision of maintenance as an output of the
design and development process, then appropriate controls should be planned and applied to
sarvicing activities. Periodic maintenance as a means to ensure safe functioning of adevice
can be one method of risk reduction.

Lack of appropriate controls of servicing activities could adversdly affect the safety and/or
performance of adevice. As an example, adesign engineer may decide, during the risk
andysis, evauation and control at the design and development stage of amedica device that
a certain type of control needs to be gpplied to a particular production process to control a
risk of the medical device. However, the design engineer may easily overlook the needs of
samilar control on asarvicing process. It isimportant to know for the design engineer thet if a
certain control of a production process is decided to be necessary to control of arisk, same
(or amilar) control should be gpplied to a same (or Smilar) servicing process.

Therefore, comparable controls as in manufacturing should be gpplied to servicing activities.
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B Dataanalysis of servicing activities

Manufacturers should establish and maintain a procedure for systemétic review of
information gained from the servicing activities of the medica devices or Smilar devicesin
the post-production phase. This information should be evaluated for possible impact on the
current risk anaysis and control measures.

If the previous andyss was invaidated or the risk controls are inadequate, thisinformation
should be fed back as input to the risk management process (see so CAPA of this
guidance).

10. CAPA:

Risk management isan integra part of the quaity management sysem CAPA
processes. It provides the mechanism for determining the severity of itemsidentified in
one's specific quality data points (such as complaints, service reports, manufacturing
defects, engineering non-conformities, supplier audits, and externd/interna audits).
The CAPA process combined with risk management output facilitates a closed loop
process and may be a measure of the qudity system effectiveness.  An effective risk
based CAPA system will utilize a systematic procedure to review information gained
about the device or smilar devices for possible rlevance to safety. For example the
procedure would ensure that any previoudy unrecognized risks were identified,
determine if the estimation of risk arisng from a hazard is sill acceptable; and if the
origind risk assessment is il vdid.

For example, a service report indicating a problem with adevice is reported to a
manufacturer - review of the risk acceptance decison(s) confirms that a manufacturing
process previoudy thought to have been mitigated is a contributing factor to the
reported problem. An investigation into root cause and areview of the risk
management process may beinitiated as a result of the information from this report.
Upon completion of the root cause andlysis and the risk management process
corrective action would be initiated.

This then prompts CAPA actions, such as (but not limited to):

Product Change

Process Change

Supplier Change Notice

Field Upgrade to ingtaled base

Input for New Products

Input to RM process start

No CA, but with rationde (such as further trending, etc)

VVVYVVVYY
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DRAFT CAPA and Risk Management Flow Diagram Version 3
Key Quality Data Points

Product Service Manufacturing Engineering Quality System

Complaints Reports Non- Non- Non-conformities/Defects
Defects Defects
N

|

i

Purchased Production Supplie! nternal and external| ther Management}
Part Non -conformitie: on- conformitie: Audits Audits Data Points (3)

Complaints entered
into Complaint Handling System

/ 3 Risk Management
- MO

Risk
Acceptability
Decision

o

Notes: [ Continie Monitoring |

(1) Delete path to “ Risk Management Process” and go to CAPA — need to investigate if
risk is unknown

(2) Delete path to “ Complaint Data Analysis/trending” and just go to “Continue [+ Product Change
Monitoring” |- Process Change

(3) Such as Finished Goods Returned, Credit restock, Customer Savice Complaint, etc.

Supplier Change Notice

Field Upgrade to installed bas:
(4) Risk non-existent, no root cause investigation, but CAPA Input for New Products

Input to RM process start

Figure 2: CAPA and Risk Management Flow Diagram

11. Satistical Techniques

The organization should establish the proper use of risk analysis techniques including
qualitative, quantitative, probabilistic and statistical analySes. When' quantitative,
robabilistic and statistical analyses are appropriate for risk management activities, the
ollowing principles should be gpplied:

A Valid satistical rationale commensur ate with risk

Statistical and probability methods may be applied to but are not limited to: Risk Estimation,

Risk Evaluation, Risk Control, ACCGptablh(té/ of Residual Risk, Purchasing Controls and

écc_ept%nhce Activities, Product and Process Controls, Corrective and Preventive Action, and
esign Changes.

B Dataintegrity

Data used for Risk Management Activities should have integrity. The purpose for collecting
the data should be defined, the source of the data should be doCumented, valid and traceabl €,
and the data should be sufficient, accurate and precise for the purpose.

C Modd validity

The mathematical and/or statistical model used should fit the data (not forcing the data to the
model, i.e. just plug the numbers into an equation), validity of the model and data should be
checked, (all models are approximations but some are useful). Those techniques, the model
(the behavior of the system, process, or products) representi ngl_the process, system or product,
and the data available should be consistent with each other. The statistical method (e.g. chi-
square, regression methods, estimation methods, maximum likelihood methods, etc.) should
be appropriate for the mathematical model (e.g. Arrhenius Mode for aging studies, Operating
characteristic curves for statistical sampling” plan, Reliability prediction models, such as
Weibull, Exponentid, etc.) used, the modd should fit the data to be andyzed.
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D Risk-based interpretation

Information provided by the fitted model should provide the basis for drawing conclusions
and making decisions based on risk. Only statistical and probability methods appropriate for
the purpose of risk management should be employed. Examples include but are not limited
to: FMEA, FTA, SPC/SQC, and Acceptance Sampling. Statistical and probability techniques
employed should be appropriate for the product or process being studied.

E Appropriate use of gatistical software

Statistical software tools used in risk management activities should be validated. Some
commonly used software tools are valid for more sophisticated statistical analyses while
others aré good only for simple summary statistics such as mean, standard, deviation and
should not be used for more complicated andyses such as analyss of variances studies.
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Annex A1 Example of Risk Management Summary Teble

This example shows a fragment of arisk management summary table for a hypothetica
infuson pump. Following isadescription of the structure of the table, and an example of
how the table might be used by a product development manager, internd reviewer, or
externd reviewer.

HazID | Contributing Factors | Risk level Risk level Risk Control RqtID TestID Status

before after Method(s)
mitigation | mitigation
(A) A (B) (B) © (D) (D) (E)

3.0 Dosage Hazards

3.1 Overdose

3.11 User setup error I-B I-D a) Alphanumeric display shows | HRD STP Pass
delivery rate and units 452 3.5
b) (Barcode Option) Delivery rate | HRD 8.3 | STP Pass
encoded in prescription barcode; | SRD 12.6 | 22.1
user prompted to scan patient thru

bracelet and confirm settings 22.5
3.1.2 | Tamperingwithsettings | I-B I-D Keyboard lock prevents SRD7.2 | STP17 -
unauthorized setting change
3.1.3 Pump over-run due to I-B I1-D a) Blocking capacitor limitspump | HRD 9.2 | STP Pass
microprocessor lockup on time to a maximum of one 32.0
second
b) Watchdog timer interrupts HRD STP Pass
power to pump 10.5 26.2

3.2 Under-dose

A. Hazard Identification (HazlD)

In thisexample, risks are identified using athree-leve hierarchy. (Other organizations are
possible) Thetop levd of the hierarchy isthe mgor classes of hazards. For example, inan
infuson pump, some of the mgor classes of hazards might include:

1.0  Energy hazards
20  Mechanica hazards
3.0 Dosxge hazards

The second leve of hazard classfication identifies particular hazards. For example, in an
infusion pump, two hazards related to dosage are:

31 Overdose
3.2 Under-dose

Thethird level of hazard classfication isaparticular cause or contributing factor. Typicdly,
agiven hazard may have multiple causes or contributing factors, combinations of which lead
to Smilar outcomes, as shown in the example.

B. Risk Evaluation

These two columns show the results of risk evaluation before and after mitigation. In this

example, therisk level is characterized by a coding scheme using Roman numeras and letters
to denote estimates for severity and likelihood, respectively. The color or shading of the cell
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represents the manufacturer’ s grading of risk acceptability (e.g., intolerable, undesirable,
tolerable, negligible). The detalls of the scheme used by this manufacturer are not important
for thisexample. Other manufacturers may employ different approaches to risk evauation,
but the resultsin any case would be summarized in these two columns.

C. Risk Control Measures

This column describes or summarizes the risk controls measures which form the basis for the
risk reduction shown. The actud risk scenarios and risk control measures might be far more
complex than is possible to describe in a short summary paragraph. In that case, the entry in
this column might refer the interested reader to another document which describes the risk
control measures in more detall.

D. Traceability Data (RqtlD and TestID)

These two columns provide traceability between control measures, product design
requirements, and verification/vaidation activities. The column labeled “ Requirement
Identification” (RqtlD) pointsto relevant clauses in the product design documentation that
define requirements relating to a given risk control messure. The column labeled “Test
|dentification” (TestID) pointsto clausesin test procedures or other verification and
vaidation documents that confirm that the control measure was adequately implemented.

In the example, “HRD” refers to the product Hardware Requirements Document, and “ SRD”
refers to the Software Requirements Document. “STP’ refers to the System Test Procedure
for this particular device.

E. Status|nformation

Thelast column is used during product development to track progressin completing risk
management activities. This example uses cdl color or shading to highlight incomplete
activities.

Example of Use of the Table

As an example of how to use the risk management summary table, consder the entry for
HazlD 3.1.2. Thisentry describesthe use of a keyboard lock to prevent unauthorized
changes to device settings. This control method mitigates one possible scenario leading to
patient overdose (and would presumably be listed as a mitigation method for the hazard of
under-dose aswell). The keyboard lock mechanism was judged to reduce risk from aleve of
I-B to I-D, reflecting reduced likelihood of the hazardous event. The requirement for a
keyboard lock was captured in the Software Requirements Document, paragraph 7.2, and the
functionality of the keyboard lock was tested in Section 17 of the System Test Procedure.
The last column indicates that the results of thistesting are not yet available.

Note that this summary table overlooks much of the complexity of the Stuation. For

example, the table makes it gpparent that this manufacturer chose to implement the keyboard
lock function in software. Thereis no indication of the rdative merits of implementing the
function in hardware versus software. The table dso lacks a detailed explanation of how the
keyboard lock function works, and what new hazards this function might introduce.

However, the interested reviewer can make an independent judgment about the
reasonableness of the manufacturer’ srisk estimates, and review the referenced documents for
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additiond information. Thus, the summary table provides a reasonable basis for quickly
ng the completeness and comprehensiveness of the manufacturer’ s risk management
activities, and identifying potentia areas of concern.
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Annex A2

For software the same requirements of the risk management process applies as for hardware.
Since the risks resulting from software cannot be determined without the hardware
components, the risk assessment and risk control activities have aways encompass the device
as awhole. Differences in the risk management for software due to its specific characteristics
compared to hardware have to be considered in each step of the risk management activities.
Information about risk management for software can be found in specific standards and
guiddines/guidance, eg. for software life cycle and software vaidation.

The risk management for software needs to be planned and performed depending on the type
and integration status of the software:

a) The software is an integra component of the medical device, e.g. software which controls
the functions of a device. The software related risk management activities are part of the
overdl risk management activities for the device.

b) The software isamedical devicein its own right, e.g. a computer program, delivered on a
CD-ROM and running on specified PC configurations. Although the software is basically
independent from a dedicated hardware, the risk management measures have to include
the possible hardware(s) necessary for its use.

c) The software is an accessory to a medical device, e.g. providing statistical evaluation
functions, and runs independent from the basic medical device software. Risk
management must be applied in the same way as for “b) a medical device software in its
own right”, and in addition the links and the interoperability between the medical device
and the accessory software need to be considered.

d) “Off the shelf” (OTS) software like operating systems, software development tools, data
base software, etc., used in design and development activities or at run-time. All OTS
software must be included in the risk management activities, depending on its use in the
software life cycle phase.

Software combinations, congsting of multiple, interactive user/application software on a
single computer processor. Such combinations can consst of medica and non-medica device
software. Examples for such combinations can be found e.g. in capita imaging equipments
like MRI or CT units with separate but interacting software for data acquisition, data display,
data evauation, file management and networking capabilities which offer not only accessto
data archives but aso access to administration as well as radiology and/or laboratory
information.

Ricl M ananamaont (idanca



845
846
847
848
849
850
851
852
853
854
855
856
857
858
859
860
861
862

GHTF Study Group 3 - Proposed Draft SG3/N15R6 - Page 27 of 27

Bibliography
| SO 9000:2000 Quadity management systems — Fundamental's and vocabulary

SO 13485:2003  Medicd devices— Qudity management sysems— System requirements
for regulatory purposes

SO 14971:2000  Medical devices— Application of risk management to medical devices
|EC/1CD 62304 Medica device software - Software life cycle processes
(developed by IEC/SC 62A and ISO/TC 210 WG 3, date of circulation
2003-01-17, closing dates for comments 2003-04-21)

General Principles of Software Validation; Fina Guidance for Industry and for FDA Staff
(FDA/CDRH, issued January 11, 2002)

Off-The-Shelf Software Usein Medical Devices; Guidance for Industry, FDA Reviewers
and Compliance on (FDA/CDRH, issued on September 9, 1999)

Ricl M ananamaont (idanca



862
863
864

865

GHTF Study Group 3

- Proposed Draft SG3/N15R6 -

ThisPage I ntentionally L eft Blank

Ricl M ananamaont (idanca

Page 28 of 28



