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Exploiting Random Patterns To 

Authenticate and Track/Trace Pharmaceuticals
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•

FDA mandated information
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[image: image3.wmf]Applying Tracer’s FiberTag

TM

System

BOTH 

visible and covert

.

While some elements of the system 

are visible, reverse engineering is prevented by logical 

combination with multiple covert elements.

AUTHENTICATION AND TRACK/TRACE

Standalone, Integrated, Bundled with IT 

products and linked to data base…data 

entry at every point of the distribution 

system.

Applicable to bottles, in outer packaging, 

in a tamper evident seals (can link seal 

to label/bottle); can also protect Rx scrip.

Combinable

with other security features

.
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•

Engineered materials and manufacturing process 

perfected.

•

Demonstration photo

-

electronics system to create 

and authenticate FiberTag

TM

identifiers completed 

and operational.

•

Production

-

ready photo

-

optics design qualified by 

OEM candidates: AcuityCiMatrix, div. of RVSI and 

Image Labs Inc.

•

Active discussions with DHS, NYS

-

DMV, AAMVA 

and private sector partners, customers.
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[image: image5.wmf]•

OTS printing equipment; variable product and

inventory information printed by manufacturer or 

label supplier.

•

OTS scanner design & components; High speed

throughput and printing.

•

Integrates with FDA Drug Bar Code Regulation.

•

Can be added to and/or linked to labels, seals,

packaging…information linked to data base.

Applying Tracer’s FiberTag

TM

System

Pharmaceuticals Manufacturing & Packaging
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Definitive ID of pharmaceuticals: product/seal/ 

package/pallet/shipment, individually or linked

•

Scanning at manufacture generates a unique 

electronic pedigree for each level of distribution

•

Re

-

scanning in the distribution channel creates 

track/trace/location data

•

Distinctive optical materials and/or symbologies 

enable consumer to extend track/trace by phone 

call or WWW

Track and Trace

Applying Tracer’s FiberTag

TM

System
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[image: image7.wmf]Adopting Anti

-

Counterfeit Features:  Role of FDA

•

Increased concern over import of counterfeit and expired Rx

•

G

rowing perceived legal liability of drug manufacturers

•

FDA can provide forum and guidance for

Technology & 

Inspection Standards, due diligence and cost control inputs

•

FDA view includes efficacy/safety of high

-

end Rx (parenteral 

& ingested), OTC’s and consumer H&BAs

•

Labeling applies to all products; Tracer enables tracking, 

tracing and counterfeit detection on all levels of each unique 

item

•

FDA Regulation requiring bar codes establishes symbology 

platform for Tracer’s system
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Unbreakable Anti

-

Counterfeit Products and System: 

standalone or database

-

linked; 

Unique electronic 

pedigree for each piece

•

Individualized 

overt, covert

and tamper

-

evidence 

elements tie bottles, seals and outer packaging

•

Machine readability enables 

track/trace

database 

from manufacturer throughout distribution chain

•

Readily updated to remain ahead of counterfeiters; 

System 

ready for manufacturing

/market entry

•

Customizable hardware, software, data acquisition 

and storage capabilities; 

can be integrated 

with 

other security features

Summary
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Machine readable self

-

authentication.

•

Track/trace capability from a digital electronic pedigree genera

ted 

uniquely for each piece. 

•

Pedigree is non

-

deterministic (random) but fixed.

•

Overt and covert elements tie product and package components, an

d 

facilitate track/track extension to the consumer.

•

Multi

-

user information from visible to covert forensic.

•

Patented system also blends capabilities of “Up Converters,” “Do

wn 

Converters,” “Forensic Tag,” “Marker Tag,” “Fluorescent Thread.”

•

Integrable with “Holograms,” “Micro

-

Bar Code Tags,” “Optically 

Variable Devices,” “Biometrics,” many other security features an

d all 

forms of symbology such as conventional Bar Codes and 

datamatrices.

Tracer Key Words and Phrases
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Our technology exploits random patterns.


 


(1)  We are commercializing our exclusive license from ORNL and our own, patent portfolio.  Through a CRADA with Natick Laboratory, we have assurances of the supply of the necessary fibers, and the transfer of the technology and manufacturing for commercialization.








 


(2)  Every product, bottle, label and package protected by our security feature is self-authenticating and uniquely identifiable.  In fact, to defeat our security feature, a counterfeiter would have to know and duplicate six overt and covert elements simultaneously.  With our proprietary optical design and scanner, we image and encrypt the random pattern.  The symbology also enables definitive product tracking, provides manufacturers’ batch/lot/plant and destination tracking information as well as any other information required by the FDA.








(3)  Our technology is BOTH visible and covert.  In fact, a logical combination of covert elements prevents reverse engineering.  


 


Our security feature accomplishes both the authentication and track and trace objectives.  Further, it can be standalone, integrated or bundled with IT products and linked to a database, with data entry occurring at every point of distribution.  It is applicable to labels, bottles, outer packages and tamper evident seals…even linking the seal to the label or bottle.





Finally, our technology is combinable with most other security features without interference.








(4)  Our engineered materials and manufacturing process have been perfected…we have a functioning demonstration system to create and authenticate our security features…and our photo-optics design is production ready and has been qualified by our OEM candidates.


 


Additionally, we are in active discussions with DHS, NYS-DMV, AAMVA and private sector partners and customers. 





(5) Our system is easily adopted by pharmaceutical manufacturers and packagers…We use: 


 


Off the shelf printing equipment to permit printing of the variable product and inventory information by the manufacturer or label supplier.


 


Our off the shelf scanner design and components accomplish high-speed throughput and printing.


 


Additionally, our security feature is consistent with the pending FDA Bar Code Reg.








(6)  From a track and trace point of view, our technology provides a definitive identification of pharmaceutical products, packaging, seals and shipments, individually or linked to each other.


 


The scan performed at manufacturing creates a unique electronic pedigree that is confirmed at each level of distribution.  Each re-scan provides real-time track, trace and location data.  In fact, our track and trace aspect can extend to the pharmacist or consumer who can confirm the pedigree by phone or by Web.








 (7)  With the recent increases in the concern over counterfeit or expired pharmaceuticals coming to the U.S., and the perceived legal liability of manufacturers, we believe that the FDA can provide the forum and guidance for technology and inspection standards, performance of due diligence and cost controls.  We also believe that counterfeiting affects the safety and efficacy of all products that come under the view of the FDA…not only selected prescription drugs.  Additionally, the pending FDA bar code regulation will establish a symbology platform for Tracer’s system.








(8)  In summary, Tracer offers an unbreakable anti-counterfeit system that can be standalone or linked to a data base…it creates a unique product pedigree for each piece.  Each individual label, bottle, seal or package will have both overt and covert features…it is machine readable and therefore provides track and trace data for the full chain of distribution.  Importantly, this security feature is readily updated to stay ahead of counterfeiters and is ready for manufacturing…all system components including the hardware, software and data acquisition and storage can be customized…and it is fully combinable with most of the other security features being discussed here today without cross-interference.














DOCKET No. 2003N-0361


