Comments regarding Draft guidance 00D-1539 Guidance for Industry 21 CFR Part 11; Electronic Records; Electronic Signatures Maintenance of Records

I have a major issue with the detail provided in section 6.2.1.5 Unavoidable Differences and Losses Should Be Accounted For And Explained In The Migrated Electronic Record Or New System Documentation.

The first example regarding Digital signature verification does not accurately portray the scenario of a document that must be migrated that has a digital signature attached to it.

It makes reference to a trusted third party that I believe is not required, and eventually leaves a document with a digital signature of an organisation rather than the digital signature of the individual responsible for the migration of the record thereby creating a possible lack of integrity/authority.

The process of creating a digital signature does not expressly bind the document to the signatory, it binds a hash of the document to the signatory. This allows the document to be viewed without restriction. If a document is changed, it can still be viewed. The only difference is that on verification of the signature, an invalid state would be returned indicating that the signature does not match the document.

The example seems to imply that we are trying to change a document with a valid signature, and we need to go through a process of using a trusted third party to enable us to do this. This is incorrect. The paper analogy would be as follows:

A document is created that is material to a submission and duly signed (Document is a paper record and is signed in ink). The document is in English. The document is now required to be submitted as part of a submission in another language (e.g. French).

The document requires translation. I would suggest that the required signatories on the translated work are the translator, to ensure that the translation is valid and representative of the original, and the person who authorised the translation to be undertaken. 

In your electronic example, we are effectively having a third party sign the document (e.g. the translation agency from which the translator was hired) without reference to the physical process that has been undertaken. The third party has no knowledge of the document content, and cannot confirm it is representative of the original as a result. Someone needs to confirm that the new record (i.e. the translation) is representative of the original by signing the new document to that effect. This can only be done by the internal organisation in question, not by a third party.

As a result your example completely misses this point. The trusted third party is a complete red herring. There is no reason for its existence in a migration strategy.

A sensible migration example would be as follows:

There is a requirement to migrate a number of electronic records currently held and digitally signed that exist within some form of electronic repository.

This is due to the fact that the electronic records are in Microsoft Word 2000 format, which is now incompatible with Microsoft Word 2013 format. In order to migrate the existing signed records to Microsoft Word 2013 format the following must occur.

1) The signature of each record should be checked to ensure that it is valid (or was valid when the document was signed. N.B. This is a tricky point and will be discussed after this example)

2) Upon noting the record is valid, the document undergoes some form of automatic conversion process to migrate its content to be compatible with Word 2013 format.

3) The document should be checked to ensure that the process has been successful and that the new record is a valid representation of the original. 

4) If there are a huge number of records to be checked in this way, an audit mechanism should be applied such that only a proportion of the relevant records are checked by a human. The remainder can be checked by the translation process provided that the translation process has been suitably validated.

5) Upon completion of the translation, the person performing the migration should sign the new record. As should the person doing the manual checking. 

6) The original document and the original signature should be saved. Even though the mechanism to display Word 2000 documents no longer exists, the original signature can still be verified against the original document thereby providing continuity of audit.

From the note in the example above, the following needs to be explained.

The digital signature may return an invalid state when it is verified even though the signature was valid at the time the signature was applied to the document.

Digital Certificates usually have a shelf life and are renewed on an ongoing basis. It is very likely that in the lifetime of the electronic record, the person who signed the original record may have left employment.

Upon leaving their employment, their digital certificate would have been revoked to ensure that the user could not validly sign any more documents for the company. 

Any subsequent validation of signatures signed by this individual will not always provide the required results.

The PKI system that issued the digital certificate will rightly respond to any signature queries by stating that the signature is now invalid. It will not (depending on the system in use) tell you whether the signature was valid when the record was signed.

A similar issue exists with certificate renewal. 

Purely checking the current validity of a signature against a PKI system is not sufficient (depending on the system in question) to provide the information required as to whether the document is a valid record or not. 

